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Notice: This document contains information on products in the design phase of development. The information here is subject to change without notice. Do not
finalize a design with this information.

INFORMATION IN THIS DOCUMENT IS PROVIDED IN CONNECTION WITH INTEL PRODUCTS. NO LICENSE, EXPRESS OR IMPLIED, BY ESTOPPEL OR
OTHERWISE, TO ANY INTELLECTUAL PROPERTY RIGHTS IS GRANTED BY THIS DOCUMENT. EXCEPT AS PROVIDED IN INTEL'S TERMS AND CONDITIONS OF
SALE FOR SUCH PRODUCTS, INTEL ASSUMES NO LIABILITY WHATSOEVER AND INTEL DISCLAIMS ANY EXPRESS OR IMPLIED WARRANTY, RELATING TO
SALE AND/OR USE OF INTEL PRODUCTS INCLUDING LIABILITY OR WARRANTIES RELATING TO FITNESS FOR A PARTICULAR PURPOSE, MERCHANTABILITY,
OR INFRINGEMENT OF ANY PATENT, COPYRIGHT OR OTHER INTELLECTUAL PROPERTY RIGHT. UNLESS OTHERWISE AGREED IN WRITING BY INTEL, THE
INTEL PRODUCTS ARE NOT DESIGNED NOR INTENDED FOR ANY APPLICATION IN WHICH THE FAILURE OF THE INTEL PRODUCT COULD CREATE A
SITUATION WHERE PERSONAL INJURY OR DEATH MAY OCCUR.

Intel may make changes to specifications and product descriptions at any time, without notice. Designers must not rely on the absence or characteristics of any
features or instructions marked “reserved” or “undefined.” Intel reserves these for future definition and shall have no responsibility whatsoever for conflicts or
incompatibilities arising from future changes to them. The information here is subject to change without notice. Do not finalize a design with this information.

This specification, as well as the software described in it, is furnished under license and may only be used or copied in accordance with the terms of the license.
The information in this document is furnished for informational use only, is subject to change without notice, and should not be construed as a commitment by
Intel Corporation. Intel Corporation assumes no responsibility or liability for any errors or inaccuracies that may appear in this document or any software that
may be provided in association with this document.

Intel processor numbers are not a measure of performance. Processor numbers differentiate features within each processor family, not across different
processor families. See www.intel.com/products/processor_number for details.

Intel AMT requires the computer system to have an Intel AMT-enabled chipset, network hardware and software, as well as connection with a power source and
a corporate network connection. Setup requires configuration by the purchaser and may require scripting with the management console or further integration
into existing security frameworks to enable certain functionality. It may also require modifications of implementation of new business processes. With regard
to notebooks, Intel AMT may not be available or certain capabilities may be limited over a host 0S-based VPN or when connecting wirelessly, on battery
power, sleeping, hibernating or powered off. For more information, see http://www.intel.com/technology/platform-technology/intel-amt/.

The Intel® Platform Enablement Test Suite described in this document may contain design defects or errors known as errata— including KVM, AT, IPT, AMT,
SBA, processor numbering, software source code if applicable—which may cause the product to deviate from published specifications. Current characterized
errata are available on request.

Code Names are for use by Intel to identify products, platforms, programs, services, etc. (“products”) in development by Intel that have not been made
commercially available to the public, i.e., launched or shipped. They are never to be used as “commercial” names for products or intended to function as
trademarks.

Contact your local Intel sales office or your distributor to obtain the latest specifications and before placing your product order.

Copies of documents which have an order number and are referenced in this document, or other Intel literature, may be obtained by calling 1-800-548-4725,
or by visiting Intel's Web Site.

Intel, the Intel Logo, Celeron, Pentium, and Atom are trademarks of Intel Corporation in the U.S. and other countries.
*Other names and brands may be claimed as the property of others.
Copyright © 2019-2020, Intel Corporation. All rights reserved.
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Introduction

1.1

1.1.1

The purpose of this document is to describe the installation of Intel® Platform Enablement Test Suite (Intel® PETS).

Overview

This chapter provides a brief description of the Intel® Platform Enablement Test Suite. It contains the following sections:

. Introduction to Intel® Platform Enablement Test Suite

. Package Contents

. Installation, Setup, and Testing Flow

Introduction to Intel® Platform Enablement Test Suite

The Intel® Platform Enablement Test Suite is a one-stop GUI application for the comprehensive automated testing of Intel® ME
firmware. The Intel® Platform Enablement Test Suite automates a large number of the tests in the Compliancy Guide, significantly
reducing testing time. The Intel® Platform Enablement Test Suite can be used by ODMs, and Intel testing teams.

The Intel® Platform Enablement Test Suite is run on a testing machine that has access, WLAN, to an Intel® ME System under Test
(SUT), including its file system. The Intel® Platform Enablement Test Suite executes tests on the SUT and displays the test results,
clearly indicating the tests that succeeded and those that failed.

For the tests that require the performance of power-related operations, the Intel® Platform Enablement Test Suite should be
connected to the SUT through Intel® APS 3.x.
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Figure 1-1: Testing Environment Diagram

1.1.2 Package Contents

The package contains the following:
® Intel® PETS application.
® Test Packages (including test sets, XMLs, and local agent).
® Documentation:
— Intel® Platform Enablement Test Suite Installation and User Guide (this document).

— Intel® APS SW User Guide.

1.1.3 Installation, Setup, and Testing Flow

To be able to use the Intel® Platform Enablement Test Suite, follow these steps:

1. Check the requirements for the testing machine and for the SUT. For details, see Chapter 2, "System Requirements"

8

Intel Confidential



[ ®
Introduction l n tel

2. Install the Intel® Platform Enablement Test Suite on the testing machine. For details, see Chapter 3, "Installation".

3. Configure the connection of the Intel® Platform Enablement Test Suite with the "System under Test". For details, see
Chapter 4, "Defining an Intel® Platform for Testing".

4. Run the “SetupEnvironmentTest” test package to validate all connections and their functionality. For details, see Chapter
5, "Defining an Intel® Platform for Testing".

5. Run tests. For details, see Chapter 5, "Running Tests with Intel® Platform Enablement Test Suite".

6. View Test Results. For details, see Chapter 5.4, "Viewing, Saving, and Sending Test Reports".

7. Adjust the package parameters of the test package where necessary. For details, see Chapter 6, "Changing Package
Parameters".

8. Add unique SPI flash parts specifications to be checked during related tests. For details, see Chapter 7, "Changing

General Parameters".
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System Requirements

2.1

This chapter describes the requirements for installing and running the Intel® Platform Enablement Test Suite. The following topics
are included:

. Requirements for "System Under Test".

Requirements for the "System Under Test"

This section describes the requirements for the system you are testing. The following table details the currently supported SUT
platforms in Intel® PETS.

Refer to the latest Intel® PETS Release Notes for more information on Intel® PETS versions supporting current and legacy
platforms.
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Platform version in PETS SUT

®
Platform Intel® ME FW Creation wizard

OS Support

Windows* 10

. ®
Lakefield (LKF) LKF LKF Intel® CSME 13.30 ME13.30 Windows* 10X

The following are requirements of the SUT:
® For Windows*10:

> Where Console installed need .Net framework (downloadable from http://www.microsoft.com/downloads/).

»  Where Agent installed need both .Net Framework 4.7.2 and .Net core 3.0 (downloadable from
https://dotnet.microsoft.com/download).

® For Windows*10X :
»  No installation requirements needed

® Intel® CSE drivers (Intel® Management Engine Interface (Intel® MEI),SPD, JHI, iCLS) must be installed on the platform
from the firmware kit.

® Graphics driver that suits the video card.

® Wireless connection to the network (for applicable platforms only).
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Installation

This chapter describes how to install “Intel® Platform Enablement Test Suite” and the “local agent”. The following topics are

included:

e Installing Intel® Platform Enablement test Suite

® Installing the Local Agent on Windows*

® Installing the Local Agent on Windows* 10X

® Uninstalling the Local Agent on Windows* 10X

® Installing and Uninstalling Intel® PETS in silent mode

3.1 Installing Intel® Platform Enablement Test Suite

1.

2.

10.

Verify that the testing computer meets the system requirements. For details, see Testing Machine Requirements.

Make sure you are logged into the testing computer as an Administrator.
Extract the Intel® Platform Enablement Test Suite files to a folder on the testing computer.

Locate and double-click the installation file (<installation package>\Console\PETSConsole.msi) to launch the
Intel® Platform Enablement Test Suite Install Shield Wizard.

Click “Next” in the Welcome screen.
Click “I accept the terms of the license agreement” and “Next” in the License Agreement screen.

Click “"Next” in the Choose Destination Location screen to install Intel® Platform Enablement Test Suite in the default
installation folder. To install in a different location, click “*Change”. The default installation folder is “C:\Program
files\Intel\Intel(R) Platform Enablement Test Suite”.

Click “"Next” in the Setup Type screen.

Click “Install” in the “Ready to Install the Program” screen to begin installing Intel® Platform Enablement Test
Suite; a progress bar appears showing the status of the installation.

Click “Finish” in the “Install Shield Wizard Complete” screen to exit Intel® Platform Enablement Test Suite Setup
wizard.

3.2 Installing the Local Agent on Windows* 10

The local agent must be installed on each SUT.

To install the Local Agent:

1.

2.

3.

Put the Intel® Platform Enablement Test Suite files on the SUT in one of the following ways:

— Extract the Intel® Platform Enablement Test Suite files to a folder on the SUT.

— Copy the PETSLocalAgent folder over to the SUT.
Locate and double-click this installation file on the SUT: <installation package>\Agent\PETSLocalAgent.msi
Configure the Windows* Event Viewer to Overwrite events as needed in the following way:

a. Choose Control Panel > Administrative Tools > Event Viewer to open the Event Viewer.
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b. Choose Action > Properties to open the Properties dialog.

c. Select the Overwrite events as needed option and click OK.

Note: The Overwrite events as needed option is selected by default in Windows* 7 and Windows* 8 (SUT only).

3.3 Installing the Local Agent on Windows* 10X

3.3.1 To install the Local Agent:

1. Under Intel® PETS build find “"PETS_Agent_Windows_10X" compressed folder under “Agent_Windows_10X" folder ,and extract
its contents

Agent_Windows_ 10X

! Mame

B8 PETS_Agent_Windows_10X

2. Copy “Agent_Windows_10X" to the SUT using TShell putd command:
— Open-Device <IP-Address>

— cdd data/users/<user-name>/../

— mkdird PETS_Agent_W10X

— cdd PETS_Agent_W10X

— putd -r

Note: The command will ask the user to enter the source from which local agent files will be copied, * PETS_Agent_Windows_10X"path should
be entered

EX Administrator: Windows TShell - Device (192,168.1.22) e O >

cuments\PETS t_Wiex

rent_Windows_ 168X

3. Create a service for PETSLocalAgent by running the following command in SSH:

“sc.exe create PETSLocalAgent binPath= C:\Data\Users\<user Name>\..\ PETSLocalAgent.exe start=auto
DisplayName= " Intel(R) Platform Enablement Test Suite Local Agent "

4. Start PETSLocalAgent Service by running:
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“'sc.exe start PETSLocalAgent binPath= C:\Data\Users\<user Name>\..\ PETSLocalAgent.exe "

@ Administrator: Chwindowshsystem32\conhost.exe - pwsh.exe — O *

5. Set failure behavior for PETSLocalAgent Service by running:
“'sc.exe failure PETSLocalAgent reset= 15 actions= restart/6000"
6. To check if PETSLocalAgent service is running on the system :

Run “Get-Service” command in PowerShell to list all services on SUT and verify their statuses

a)

Or run “Get-Service PETSLocalAgent” to get only the service created for PETS Local Agent

b) “Run Sc.exe query PETSLocalAgent”
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‘@ Administrator: Chwindowshsystem32\conhost.exe - pwsh.exe — O *

Check Intel® PETS Connection:

After making sure that PETS Local Agent is installed successfully on SUT, Install Intel® PETS Console on the controller.
1. Create a new SUT using the username and password for the user account previously created.
2. Before testing connectivity make sure to run the following commands in SSH

a) Enable ME driver:

devcon enable "PCI\VEN_8086&DEV_98EQ”

b) Enable pings:

netsh advfirewall firewall add rule name="ICMP Allow incoming V4 echo request" protocol=icmpv4:8,any dir=in
action=allow

c) Open port for PETS:

netsh advfirewall firewall add rule name="DNX Web Server port" dir=in action=allow protocol=TCP localport=12000

@ Administrator: Chwindowshsystem32\conhost.exe - pwsh.exe — O *

devcon
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Uninstalling the Local Agent on Windows* 10X

To Uninstall the Local Agent:

1. To un-install PETS Local Agent, run the following commands via Powershell:
— sc.exe stop PETSLocalAgent

— sc.exe delete PETSLocalAgent

2. Then related files and folders can be simply deleted from SUT directory where they were placed.

@ Administrator: Chwindowshsystem32\conhost.exe - pwsh.exe — O *

Installing and Uninstalling Intel® PETS in silent mode

To install Intel® PETS Console in silent mode, navigate to the Console folder in the downloaded Intel® PETS kit and run the
following command “"msiexec /i PETSConsole.msi /qn” , where:

® /i parameter for installing the specified .msi file.

® /qn parameter for a silent installation that displays no user interface.

To install Intel® PETS Local Agent in silent mode, navigate to the Agent folder in the downloaded Intel® PETS kit and run
the following command “"msiexec /i PETSLocalAgent.msi /qn”

The following dialog appears requesting confirmation from the user only for first time installation of Intel® PETS agent on a
clean OS:
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=
Would you like to install this device software?

Name: Intel Corporation System devices
.m Publisher: Intel(R) Embedded Subsystems and IP Bloc...

Install Don't Install

%] Always trust software from “Intel(R) Embedded
Subsystems and IP Bloc...”.

@ You should only install driver software from publishers you trust. How can | decide which device software is
safe to install?

To uninstall Intel® PETS Console in silent mode, navigate to the Console folder in the downloaded Intel® PETS kit and run
the following command “msiexec /x PETSConsole.msi /qn”, where:

® /x parameter for uninstalling the specified .msi file.

To uninstall Intel® PETS Agent in silent mode navigate to the Agent folder in the downloaded Intel® PETS kit and run the
following command “"msiexec /x PETSlocalAgent.msi /qn”.

3.6 Post Installation Verification (Intel® APS)

After you have installed and set up Intel® Platform Enablement Test Suite with Intel® APS, you can use Intel® APS
Software to verify that the Intel® APS is properly connected by performing power transitions on the SUT.
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Defining an Intel Platform for
Testing

4.1

4.2

4.2.1

This chapter describes how to define an Intel platform for testing by the Intel® Platform Enablement Test Suite. This must be
done before running tests on that platform.

This chapter covers the following topics:

Opening Intel® Platform Enablement Test Suite

Opening Intel® Platform Enablement Test Suite from the Command Line

Defining the Intel® System Under Test

Systems Under Test Dialog

Testing the SUT Configuration

To configure Intel® Platform Enablement Test Suite, perform the following:

1. Open Intel® Platform Enablement Test Suite.
2. Configure the system under test (SUT) by defining its parameters.
3. Test the connectivity with the SUT.
4. Test the setup of the SUT.
Note: You should also run the connectivity and setup tests whenever there is a change in the environment (e.g., you select

another SUT to be tested).

Opening Intel® Platform Enablement Test Suite

Choose Start > Programs > Intel > Intel® Platform Enablement Test Suite; the Intel® Platform Enablement Test Suite
window appears.

Opening Intel® Platform Enablement Test Suite from the
Command Line

Command line for semi-automated tests

Using the help option “-?" will list all the supported options:

[e]
o

Run and Close.
Open package in GUI.

Follow these guidelines to run those tests using the Command Line:

1. Open a new command line window as an administrator.

2. Navigate to the PETS installation director
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.

B Administraton: C\Windows\System22\cmad.exe =

rporation. ALl eights

B IntelxIntel{R} Platforn Enablement Test Suite

3. Type one of the following commands:
a. For Run and Close test:
Run_PETS.bat -run -package "full package path" -sut "SUT Name in PETS".
b. For Open package in GUI test:
Run_PETS.bat -Open -package "full package path" -sut "SUT Name in PETS".
Where:

- The “full package path” is the full path for the package you want to run.
- The “SUT Name in PETS"” is the name of the SUT that you should define in PETS before you run the test.
This SUT can only be defined in the GUI mode (but not in the command line mode).

Intel® PETS runs and closes automatically when execution finishes. If all the tests pass, an Exit Code of 0 is returned. If one or
more tests fail, the Exit Code is 1, and if there is a configuration error, the Exit Code is -1. For example:

If you have a package on the C drive named tests.xml and you have defined a SUT in PETS with the name skl, then type the
following command to run your package: Run_PETS.bat -run -package "C:\tests.xml" -sut "SUT". Press <Enter> to begin
execution.

Command line for automated tests

CLI for automated tests runs the tests in silent mode. It can be launched by following these steps:

1. Open a new command line window as an administrator.

2. Navigate to Intel® PETS installation directory.
B Administrator: C\Windows\System32\emd exe

spporation. ALl eights »

pasIntelsIntel{R> Platforn Enablen

3. Type the following command to get usage: PETSCommandLine.exe -? Or PETSCommandLine.exe -help

The command line syntax for Intel® PETS executable

PETSCommandLine.exe [-? | -help] [-sutimport "SUT file path"] [-suts] [-sutsettings -sutselect "name of sut"] [-sutinfo -
sutselect "name of sut"] [-testconn -sutselect "name of sut"] [-testmeconn -sutselect "name of sut"] [-getdeepsx -sutselect
"name of sut"] [-package "package file path" -tests] [-package "package file path" -teststeps "test name"] [-package "package
file path" -tests -sutselect "name of sut" -run] [-package "package file path" -sutselect "name of sut" -runtest "test name"] [-
package "package file path" -sutselect "name of sut" -testcase "test name" -runsubtest "sub test name"][-repeat “number of
times to run the test”] [-failurebehavior “behavior when test fail”] [-htmllog] [-spreadsheet]
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Option Description How to use? ‘
-?/-help Displays all the arguments supported in PETS CLI. -? Or -help
-sutimport Imports any SUT file to Intel® PETS. -sutimport "SUT file path"
-suts Displays all SUTs in the DefaultSut.xml file. -suts
Displays SUT information, platform version, type, SKU and
-sutsettings network, Intel® ME FW version, Power, and features that are -sutsettings -sutselect "SUT Name"
enabled.
Retrieves the following information about the SUT: Firmware,
-sutinfo MEBx, LMS, BIOS, MEI Driver, GFX Driver, and Configuration -sutinfo -sutselect "SUT Name"
State.
Tests the connectivity with Local Agent, that includes:
_ 1. Ping Local Agent. _ _ " "
S LI 2. Verify communication with Local Agent. EeEERT - SuEelng: N NETE
3. Local agent version matches to PETS version.
-testmeconn Tests Intel® ME connectivity. -testmeconn -sutselect "SUT Name"
_ Gets the DeepSx configuration from BIOS and saves the setting _ _ 0 7
getdeepsx in DefaultSut.xml. getdeepsx -sutselect "SUT Name
-tests(?) Prints all test within the selected package. -package "Path\PackageName.xml" -tests
-teststeps(V Prints all test steps within a test in the selected package. ;_;I)_Zglt(all\‘gaem;lath\PackageName.xml RIS
-run® Runs all tests within the selected package. :package F:lr:lth\PackageName.me Rl
SUT Name" -run
_ 1) -package "Path\PackageName.xml" -sutselect
runtest Runs the selected test. "SUT Name" -runtest "Test Name"
-package "Path\PackageName.xml" -sutselect
-runsubtest®) Runs the selected subtest. "SUT Name" -testcase "Test Name" -runsubtest
"SubTest Name"
1. -package "Path\PackageName.xml" -
sutselect "SUT Name" -run -repeat 2
2. -package "Path\PackageName.xml|" -
-repeat(® Runs the selected Package/Test/Subtest more than 1 time sNL;triichreSpUe';thame s s
(eipstiisls e Wi Bleello ) 3. -package "Path\PackageName.xml" -
sutselect "SUT Name" -testcase "Test
Name" -runsubtest "SubTest Name" -repeat
2
1. -package "Path\PackageName.xml" -
sutselect "SUT Name" -run -failurebehavior
"NextTest"
2. -package "Path\PackageName.xml" -
~failurebehavior (1) (2) Decides the behavior upon failure of a subtest, a test, a sutselect "SUT N?me -runtest" Test Name
package. -failurebehavior "NextSubTest
3. -package "Path\PackageName.xml|" -

sutselect "SUT Name" -testcase "Test
Name" -runsubtest "SubTest Name" -
failurebehavior "NextStep"

- htmllog @) ()4

Creates the HTML log for the running Package/Test/Subtest.

-package "Path\PackageName.xml|" -sutselect
"SUT Name" -run -htmllog -logspath
"Path\LogFolder"

-spreadsheet (V) (3) (9)

Create the spreadsheet for the running Package/ Test/ Subtest.

-package "Path\PackageName.xml" -sutselect
"SUT Name" -run -spreadsheet -logspath "Path\
LogFolder"

() If Path was not provided as "Path\PackageName.xml", write only "PackageName.xml" the path will be the default folder as
defined in SUT, example: ME\CNL\Windows\Consumer\Mobile\Wired_Only

() -

©) htmllog and -spreadsheet commands can be used together

Failure behaviors supported for running package are: NextStep, NextSubTest, NextIteration, NextTest, Stop
Failure behaviors supported for running subtest are: NextStep, NextIteration, Stop
Failure behaviors supported for running test are: NextStep, NextSubTest, NextIteration, Stop
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@ If the path was not provided as "Path\LogFolder”, the logs will be saved in “PETS root\Logs\Log_XMLs”

Exit Codes

CLI returns 3 exit codes as follows:

o0 | Test passed/command succeeded

Test Failed
-1 | Error occurred

Defining the Intel® System Under Test

An Intel® SUT is an Intel platform that was defined for testing by the Intel® Platform Enablement Test Suite. In order to run a
test package:

® An Intel® CSE platform must be defined as a SUT in the Systems Under Test dialog.

® A SUT must be selected for testing from the drop-down list of SUTs in the Intel® Platform Enablement Test Suite window’s
toolbar’s Platform field ( ).

You can only test one SUT at a time even if more than one SUT has been defined or imported for testing. The Platform field displays
the name of the SUT being tested. All the SUTs that are available for testing by Intel® Platform Enablement Test Suite are listed
in the Platform field’s drop-down list. If the Platform field is empty, a SUT has not yet been defined or imported for testing.

If the wrong SUT is displayed in the Platform field, you can select a different SUT from the Platform field’s drop-down list. If the
correct SUT is not listed there, you can use the Systems Under Test dialog to add or import the correct SUT. The names of all the
SUTs that have been defined or imported for testing in the Intel® Platform Enablement Test Suite are saved in the default SUT file
(defaultSut.xml).

Systems Under Test Dialog

You can open the Systems Under Test dialog in the following ways:
Select SUT Management from the drop-down list in the Platform field.
Choose Settings > Systems Under Test.

Click the Platform button (E ) in the toolbar.]

The Systems Under Test dialog has up to seven tabs. Each tab defines a different set of parameters:

® SUT Overview - general data about SUT; Systems Under Test dialog opens to this tab by default.

® General Host Settings - contains the information used by the Intel® Platform Enablement Test Suite to connect to the local
agent on the SUT.

® Intel® APS Settings - selects and configures the SUT'’s power provider.

® Power Settings - power settings of the SUT.

® System Information - displays the SUT’s ME Information.

You can do the following in the Systems Under Test dialog:

Add a new SUT to the Intel® Platform Enablement Test Suite and define its parameters.
Select an already-defined SUT.

Import an existing SUT definitions file.

Redefine the parameters of an already-defined SUT.

Delete a SUT from Intel® Platform Enablement Test Suite.

Export the SUT definitions to a file.

Check if the Intel® Platform Enablement Test Suite is properly connected to the SUT.
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Adding and Defining a SUT

To add a SUT and define its security settings:

1.
2.
3.

Open the Systems Under Test dialog. The Systems Under Test wizard opens.
Click the New button.
The SUT Creation Wizard opens to the Description tab.

% SUT Creation Wizard

X
SUT Overview
Description | |
Platform Version 'ME13.30 LakeField vl
Platform SKU iConsumEf Vi
Platform Type Mobile vl
Manageability Interface iWireiess Only "’i
Operating System
( < Back :'f( Mext jli Cancel jl

Simple SUT is appropriate when you want to work with a SUT regardless of its firmware, for example, if your tests are not
related to a specific firmware feature. Simple SUT is a one-step wizard that only asks for operating system information

4.

5.

Enter data about the SUT into the following fields:
— Name
— Description
Click Next; the following General Host Settings dialog appears:
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6.

=1 SUT Creation Wizard

General Host Settings

]

WLAN IPv4 Address [i]

MAC Address | ( Retrieve )

I Port Number: 12000 Li]

| Test connectivity with Local Agent |

DTestEnvironment ( < Back )( Mext )( Cancel )

Enter data into the following fields:

User Name: OS user name.

Password: OS password.

WLAN IPv4 (WLAN IPV4): IP address of the SUT’s operating system.

Port Number: The port that the local agent listens on. If this port is used by another application, you need to
change the port number. To change the local agent’s port number, open the PETSlocalagnet.exe.config file in
the installation directory and change the address field so it contains the new port number. For example, to
change the port to 60000, change the address line from <add key="address"
value="net.tcp://localhost:12000" />

to <add key="address" value="net.tcp://localhost:60000" />

The default port for Windows* is 12000

WLAN MAC address (WLAN MAC address): WLAN card MAC address for magic packet; either enter manually
or press Retrieve.

Test connectivity with Local agent: Clicking this option verifies whether the Intel® Platform Enablement Test
Suite is able to connect with the PETS local agent on the SUT host and displays a dialog of Local Agent
Connectivity Results.

Systems Under Test X |

(o) (Cimpon ) (oot )

|LKF_W10X v| [ Delete |

Local Agent Connectivity Results

+ Ping Local Agent Host - WLAN
+  Werfy communication with Local Agent

+ Local Agent version matches to PETS version

Test connectivity with Local Agent
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— Test Environment: If checked, on each screen in the SUT wizard flow where these is a test button, the test will
be run before the Next button flow is executed. If unchecked, at the end of the wizard flow, the System
Information tab will not be updated with data, until Refresh is pressed.
Note: The example screens shown in the following steps are for an ME test platform.
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7. Click Next; The System Information prompt appears.

SUT Creation Wizard

System Information

[[] Test Environment ) ( <Back )( Mext )( Cancel )

— Click Retrieve to obtain the system information.

Systems Under Test

(_vew ) (mpont ] (_Ewot )

|WCOS_LKF v|  (petete )

SUT Information Refresh

Firmware Version: 12.30.0 1048 LP Consumer

MEI Driver Version: 1939.13.30.9065

BIOS Version: LKFSFWR1.R00.3404 AD0 1910030908
0§ Version: 10.0.18488

8. Click Next; The Intel® APS dialog appears

Systems Under Test

(o) (oo ) (ot )

‘test V| ( Delete )

O Manual
@ Intel® APS 3

(O TTK2 Device Enable Intel® APS Tracing

Refresh Frequency:
Intel® APS Delays:

Clear Cmos Delay After First G3
Clear Cmos Delay After Second G3 seconds
seconds

seconds

Short Reset Delay
Short Power Button Delay seconds

Power Button Overide Delay:

(@ Default Power Button Overide Delay 7 seconds
(O Set Power Button Ovemide Delay 7,001 seconds

Uses USB port connection

X
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In the Intel® APS Settings dialog, select the appropriate options to configure the Intel® APS delays. The fields can be understood
as follows:

— Enable Intel® APS Tracing:

. When selected, PETS starts logging every change to Intel® APS (e.g. system power state / ME state / Power
source). The changes are included in the test's execution report.

— Refresh Frequency:

. This field is enabled when the user checks the "Enable Intel® APS Tracing" option and specifies the time
period in which PETS will check for APS changes.

— Intel® APS Delays:
. Short Reset Delay: defines how long the delay takes to perform a Reset (in seconds).
. Short Power Button Delay: defines how long the delay takes to perform a power button (in seconds).
. Power Button Override Delay:

o Default Power Button Override Delay: if it is selected, the power button override delay (in secs) will be
the default value (APS default value) which is 7.

o Set Power Button Override Delay: if it is selected, the power button override delay will be the value that
the user enters (in seconds).

9. Click Next; The feature selection dialog appears. In this dialog, select the feature(s) that are enabled on the SUT.

SUT Creation Wizard

Feature Selection

Select the features which are enabled on the SUT:

DC-only Power State

[ER— () () (et

Note: The option DC-only Power State is selected by default which causes its related tests to be displayed in Intel® PETS, in case
the machine does not support this option, it is recommended to uncheck it in order to hide the related tests.

Note: Pointing the mouse icon at any feature displays a tooltip with a brief description of the selected feature.
10. Click Finish; the following information screen appears providing current Intel® CSE information for the newly defined
SUT.
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Systems Under Test “

(o) Cimpon ) (B )

R =
v| | Dslete |

Name

Description

Platform Version ME13.30 LakeField
Platform SKU Consumer

Platform Type Mobile
Manageability Inteface  Wireless Only

Operating System Windows

11. Click the Save button to save the information entered to the SUT dialog into the Platform information file.

Note: The information entered into the dialog only becomes active after being saved.
12. Click the Close button; the SUT dialog closes and the system prompts you to run the Intel® Platform Enablement Test
Suite.

To ensure that Intel® Platform Enablement Test Sute can fully work with this SUT,

please ensure to run the SetupEnvironment Test package

13. Click OK; “Run the setup Environment Test” prompt disappears and the Wizard closes.
14. Run the setup test package to check if the SUT was configured correctly. (For more details, see "Testing the
Configuration of the SUT".)

4.4.2 Selecting a Previously-Defined SUT

The SUTs that are listed in the drop-down list of SUTs at the top of the Systems Under Test dialog have already been defined.

To select an already-defined SUT:

Select one of the SUTS listed in the drop-down list of SUTS; the values of the parameters of the selected SUT appear in the
Systems Under Test dialog’s fields, where they can be viewed and changed.

Note: If you do not click the Save button before selecting another SUT, any changes you made to the definition of the current
SUT will be lost.

4.4.3 Modifying the Definitions of a SUT
You can modify the contents of any field in any tab of the Systems Under Test dialog.

Note: You cannot change any of the settings in the Description tab. If you need to change them, delete the SUT and define a new
SUT with the desired settings.
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To modify an already-defined SUT:

1. Select the SUT you want to modify from the drop-down SUT list; the dialog’s fields and tabs are populated with the
selected SUT'’s data.

2. Make the relevant changes to the contents of the dialog’s fields.

3. Click Save.

Saving the SUT Defined Parameters

After filling in all the relevant fields and tabs in the Systems Under Test dialog:
1. Click Save to apply all your changes.

2. Click Close to close the dialog; the names of all of the defined SUTs appear in the Platform field’s drop-down list in
the Intel® Platform Enablement Test Suite window.

Importing a SUT Definition File

1. Click on the Import button; the Import SUT file dialog appears.

2. Select a SUT file and click Open; the imported SUT is listed in the SUT drop-down list and its definitions appear in the
Systems Under Test dialog’s fields.

Deleting a SUT from Intel® Platform Enablement Test Suite

To delete a SUT from the Intel® Platform Enablement Test Suite:
1. Select one of the SUTs listed in the drop-down SUT list.
2. Click the Delete button; then “Are you sure you want to delete this SUT” confirmation prompt appears.

3. Click Yes; the definitions of the deleted SUT disappear from the Systems Under Test dialog’s fields.

Exporting SUT Definitions to a Definition File

To export SUT definitions:

Select a SUT listed in the drop-down SUT list.

Click the Export button; the Save As dialog appears.

Enter the name of the definitions file into the File Name field and click Save.

Intel® Platform Enablement Test Suite populates the definitions that you have entered into the Add New SUT dialog.

Ll ol

Testing the SUT Configuration

The Setup Environment test package checks if the SUT was configured correctly. If the SUT passes all the tests in this package, it
is configured correctly and other test packages can be run on it. If the SUT fails a test, check which test or test step fails in order
to know how to reconfigure the SUT correctly.

The setup Environment test package file name is “SetupEnvironmentTest.xml”. Loading and running this test package in Intel®
Platform Enablement Test Suite Setup has the same procedure of loading and running any other test package. (For more
information, see "Configuring the Tests in the Test Pane" and "Configuring a Test Package".)
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Running the setup environment test package is optional but highly recommended to be run before running other PETS

general test packages.

Testing the Configuration of the SUT

Test Name

Local agent and SUT
connectivity setup

Description

The test checks connectivity between the console and the local agent (SUT)
through:

1. Verifying PETS agent version.
2. Retrieving ME information from PETS agent.

Check SOIX

Checks modern standby mode

Check OS Hibernate

Checks Hibernate Cycle

Check OS Shutdown

Checks Shutdown Cycle

Check DC Power

Checks the Battary Connectivity to the SUT

Check AC Power

Checks the Power Connectivity to the SUT

Check G3 State

Checks the Power Loss

OS Configuration Checks

Checks the basic Operating System Configurations on MC and the SUT
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5 Running Tests with Intel® Platform
Enablement Test Suite

This chapter describes how to use the Intel® Platform Enablement Test Suite to run tests on an SUT. The
following topics are included:

(] Configuring a Test Package

° Viewing Intel® APS Controls

[ Running Tests

° Viewing, Saving, and Sending Test Reports

(] Using the Compliancy Guide

5.1 Configuring a Test Package

The Intel® Platform Enablement Test Suite is supplied with one or more test packages. Each test package
contains the XML files that define its tests. All test packages must be loaded into Intel® Platform Enablement
Test Suite. Each test package - including its tests and test steps - are already configured with default values that
can be changed in the Intel® Platform Enablement Test Suite.

5.1.1 Loading a Test Package

Intel® PETS is able to open the correct packages' sub-folder based on the SUT settings.

1. Choose Package > Open; the Open Intel® PETS Package dialog appears, displaying the contents of the
folder <Intel® Platform Enablement Test Suite folder>\Packages> depending on the SUT
configurations.

2. Select the test package that is appropriate for the SUT. The name of the selected test package and the
number of tests it contains appear in the Intel’ Platform Enablement Test Suite window above a list of
tests in the package.

Note: The package's test names map directly to tests that are listed in your platform’s Compliancy Requirements
and Testing Guide, which contains a detailed description of each test (with the exception of the Validation
package tests, which do not appear in the Guide). Each Test Name maps to the test ID of a test in the
Compliancy Requirements and Testing Guide.

5.1.2 Opening a Recent Package

The Intel® Platform Enablement Test Suite allows you to select a package from a list of the 10 most recently opened packages.

1. Choose Package > Recent Packages; a list of the 10 most recently opened packages appears.
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2. Select the package you wish to open from the list.

5.1.3 Using the Intel® Platform Enablement Test Suite Window

The Intel® Platform Enablement Test Suite displays the tests in the loaded test package by default.

) Platform Enablement Test Suite

Package View Settings Run Report Tools Help

[0} Run | Test Name Description Repeat| Failure Behavior Status
1 [ | Local agent and SUT connectivi Check lacal agent setup Lu Inherit o MotRunning
2 B | check soi 50 to S00<to S0 wia Host 08 suspend cycle (AC-only) | 1 ! Inherit o MotRunning
3 B | check 02 Hibemate 5010 G3 fo 50 via Host O hibernate cyole (AC-only) | 1 ! Inherit o MotRunning
4 B | check 02 Shutdown 5010 G310 50 via Host 05 shutdown cycle (AC-anlv) | 1 ! Inherit o MotRunning
5 B | check DC Power Check DC power connectivity to the SUT | 1 ! Inherit o MotRunning
(] B | checkAc Power Check AC power cannectivity to the SUT | 1 ! Inherit o MotRunning
T B | check 33 state S0t B3 ¥ia Power l0ss ] Inherit ~ MaotRunning
8 B | 08 configuration checks Check basic 08 configurations on MG and SUT | 1 ! Inherit o MotRunning
X "Lo gent and SUT connectivity setup" Test,
10 { Run |Teal Step Name | Description Params | Failure Behavior | Status
1 BringToBaseState % Brina the machine to 50 Inherit ~ MotRunning
2 LacalAgentversion Check local agent connectivity and version consistency Inherit ~ MotRunning
z ] LocalAgentElnfo Read ME infarmation using the local agent Inherit ~ MotRunning

The Intel® Platform Enablement Test Suite displays the following information about each test/test step:
® Test Name: Name of the test/test step as it appears in the relevant Compliancy Requirements and Testing Guide

® Description: Description of the test/test step’s functionality. The icon next to the description shows what is being tested and
how:

. - Setup test - A test that configures the SUT in preparation for an upcoming test.
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- A test with manual steps.

® Repeat: Number of cycles of test repetition before the next test in the package is to be run (tests only).

® Failure Behavior: How Intel® Platform Enablement Test Suite responds to the failure of a test package, test, or test step:

Next step - If a test step fails, Intel® Platform Enablement Test Suite runs the following step in the test.

Next Subtest - If one of the test steps failed and there exists other subtests in the test, the next subtest is
executed.

Next iteration - If a test fails, Intel® Platform Enablement Test Suite runs the next iteration of the same test. If
the last iteration of the test that fails, Intel® Platform Enablement Test Suite runs the next test.

Next test - If a test or test step fails, Intel® Platform Enablement Test Suite runs the next test instead of
continuing to run any more of the failed test’s test steps or iterations (This is the default failure behavior option
for test packages).

Stop - If a test or test step fails, Intel® Platform Enablement Test Suite stops running that test package.

Inherit - Inherits the failure behavior of the level above (i.e., a test inherits the failure behavior of its test
package and a test step inherits the failure behavior of its test).

Manual - Upon failure, choosing this failure behavior will allow the user to control the failure/recovery process by
showing the following dialog:

@ Test Case [Local agent and SUT connectivity setup] failed on the following step (in Red), please choose

Step Name Description Status

Message Display a message to the user Dione

LocalAgentV.. | Check local agent connectivity and version consist... In Progress

LocalAgentid.. Read ME infomation using the local agent MotRunning

The example screen shows the failing test step highlighted in red, and the test steps above and below it as well. The user can
choose one of the following options:

Continue to and select one of the following options:

o Next Step - The current step is marked as passed with a warning, and the next test step is executed.

o Next Iteration - The current step is marked as passed with a warning, and the next test iteration is
executed.

o Next Test - The current step is marked as passed with a warning, and the next test is executed.

o Next Subtest - The current step is marked as passed with a warning, and the next subtest is
executed.
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- Retry: This lets PETS re-run the failing step before proceeding to the next one. If the test step passes after retrial,
the status will be then passed with warning. Refer to the "Status" section below for more details. The success details
are added to the PETS Log.

o The PETS log details all step events, displaying the status of each retry as shown below.

(39 ) GBE PCle* Port Select

@ NewSpiFlash. TBReadFromSPIFlashMemory
(40 ) PCH Descriptor Record 55

@ NewSpiFlash TBAddOffsetToRegister
(41 ) LAN PHY Power Control GPD11 Signal Configuration

@ NewSpiFlash TBReadFromSPIFlashiMemory
{42 ) LAN PHY Power Control GPD11 Signal Configuration

@ NewSpiFlash. TBGetBitField
(43 ) LAN PHY Power Control GPD11 Signal Configuration

@ PSS IntelintegratedWiredLanCheck

(44 ) Checkif using Integrated Wired LAN solution

@ PSS IntelintegratedWiredLanCheck

(44 ) Check ifusing Integrated Wired LAN solutiong- Retry 1

@ PSS ntelintegratedWiredLanCheck

(44 ) Check ifusing Integrated Wired LAN solutiong- Retry 2

® A

(44 ) Checkif using Integrated Wired LAN solution;

Report name: Compliance_PSS_2015.01.04_11.30.45 r

- Stop: This will stop the execution of the current test and will run the next test or stop execution if it is the last test
in the package.

5.1.3.1 Test’'s Status:

e Not Running - The test has not yet been run.

. - Iteration indicator - The test is currently running that iteration(e.g., 1/3).
. @ Passed - The test was run successfully.

. ° Failed - The test was run unsuccessfully.

. @ Aborted - The testing process was aborted by the operator.

e  FaliBd Paused - The testing process was paused by the operator
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. Passed with warnings - This status appears along with the "Manual" failure behavior when the
test step is failed, retried or continued by the user.

. 1. Failed with warnings - This status appears for optional test steps, for example, CheckFWSTS.

5.1.3.2 Viewing a Test's Steps:

To view a test's steps:
1. Choose View > Steps Pane; the Intel® Platform Enablement Test Suite window is divided into two panes:

e Upper pane - the Test pane - lists all the tests in the test package. Each test has Run, Failure Behavior and Repeat
options that configure how that test is run.

e Lower pane - the Test Step pane - lists all the steps in the test selected in the Test pane (the first test is selected by
default). Each test step has Run and Failure Behavior options that configure how it is run.

2. Click on one of the tests listed in the Test pane; the test steps of the selected test are displayed in the lower pane.

™ Intel(R) Platform Enablement Test Suite

Package View Settings Run Report Tools  Help Pre-Production SW for testing purposes onl

I Run | Test Mame Diescription Repeal Failure Eehawor Status
1 ] ; Local agent and SUT connectivi ? Check local agent setup | ||‘ Inherit . KotRunning
2 B | check sox S0to 500X 10 50 via Host OS5 suspend cycle (AC-only) 1] . 4| | | Inherit MotRunning
3 B | Check 05 Hibemate B0to G2 to S0 via Host OF hibermate cycle (AC-onk) |L 1] | Inherit }V: MatRunning
4 B4 | check 05 Shutdown S0to 33 to B0 via Host O5 shutdown cycle (AC-only) |l 1 ] ] | Inherit ‘\" MotRunning
5 B | check DC Pawer Check DG power connectivity o the SUT ] Il Inherit I MotRunning
3 B | check A Power Check AC power connectivity to the SUT 1] | Inherit ] MatRunning
7 B4 | Check 63 State S0to G3 via Power loss 1] | Inherit ;Vw NotRUARIng
8 B4 |os Configuration checks Check basic 08 configurations on MC and ST ' | | | Inherit :H MotRunning
"0S Configuration eps
0] | Run | Test Step Name | Description | F’aramsi Failure Eehavmr Status
1 = | BringToBaseState | Bring the machine ta 50 | Inherit | MHotRunning
2 WerifysVersion Werify that the OF version on the MC is supported Inherit MotRunning
3 WerifyOsVersion Werify that the OS5 version on the SUT is supported I Inherit MotRunning

5.1.3.3 Configuring the Tests in the Test Pane

To configure the tests in the Test pane:

1. Verify that the checkbox in the Run column is selected for each test you want to run and deselected for each test you
do not want to run (The Run checkboxes are selected for all the tests by default). To select or unselect all the tests,
right-click the heading (Run) and choose Select All or Unselect All. Alternatively, you can select/unselect multiple
tests/test steps together.
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2. To change the number of cycles that a test should be performed for, double-click the value in the test’'s Repeat column
and enter the number of cycles.

3.  Click the help icon in the Params column to view and edit package parameters related to the test under which the
selected test step is nested.

4. Select one of the following options in the Failure Behavior drop-down list to define what will happen if one of the test’s
test steps fails: Next step, Next test, Stop, and Inherit.

The “Failure Behavior” option provides simultaneous changeability of multiple selected tests.

=1 Intel(R) Platform Enablement Test Suite

Package View Settings Run Report Tools Pre-Production SW for testing purposes onl

1o} Run | Test Mame Description | Repeat| Failure Behavior Status
1 Local agent and SUT connectivity setup Check local agent setup 1 MNextTest ~ MotRunning
2 Check S01¥ S0 to 500X to S0 via Host OS5 suspend cycle (AC-only) 1 MextSubTest MotRunning
3 Check 08 Hibernate 8010 33 to S0via Host OF hibernate cycle (AC-only) \ MNextStep v MotRunning
4 Check 08 Shutdown 80t &3 to 50 via Host 08 shutdown cycle (AC-anly) / Manual & MotRunning
5 Check DG Power Check D& power connectivity to the SUT ‘ 1 Stop & MotRunning
6 O | checkac Pawer Check AC power connectivity to the SUT 1 Inherit e MotRunning
7 O | Check 63 State S0 t0 33 via Power l0ss 1 Inherit v MotRunning
8 O | o5 configuration checks Check basic 05 configurations on MC and SUT 1 Inherit v MotRunning

Configuring the Test Steps in the Test Step Pane

To configure the test steps in the Test Step pane:

1. Verify that the checkbox in the Run column is selected for each test step you want to run and deselected for each test
step you do not want to run. To select or unselect all the tests, right-click the heading (Run) and choose Select All or
Unselect All, respectively. (By default, the Run checkboxes are selected for all of the test steps.)

2. Select one of the following options in the Failure Behavior drop-down list to define what happens if a test step fails:
Next step, Next test, Stop, and Inherit.

Using Group Select/Unselect in Power Packages

For Power Packages only, Intel® PETS groups steps into sub-tests, and allows an entire sub-test to be selected or
unselected. Simply right-click on a test and you will get the following screen (example shown):

Unselect Test Step
Select This Test Step And All Steps Below
Select This Test Step And All Steps Above
Select All Test Steps

. Unselect All Test Steps

Select All Automated SubTests

Report...
Preview

Display Description & Troubleshooter

You are also able to group select/unselect the relevant test steps with a single command.
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Using the Right-click menu:

Open a test in Intel® PETS.
The steps in the Test Steps (lower) pane will be delineated by a horizontal line. The steps below the horizontal line are the
Sub Test steps. Right-clicking would open a menu with the following options:

1. Select Sub Tests: To select all Sub test steps; alternatively, choose Unselect Sub Test to deselect all Sub Test steps.

2. Select This Test Step And All Steps Below/Above: These options would select the current step and mark either all
above or below remaining test steps.

3. Unselect/Select All Test Steps: This will select or unselect all test steps in the current test.
4. Select All Automated Sub Tests: This will select only automated sub tests of a test.

Alternatively, users can use hotkeys such as shift or ctrl to select multiple tests. Users can mark the selected test to be
performed by right-clicking and choosing the Select Test Steps/s option from the menu.

5. Preview: A preview dialog will display how the test step will look like when it is run. This usually appears for test steps
that display a message or question to the user as part of the execution.

Note: For now, this feature is only available for the Message and Question test steps. The below screenshot shows an example of
how the preview dialog would look like:

Message to be displayed: The SUT boot will be performed with a redirected 150 03

image (without Serial-Over-LAN)

6. Display Description & Troubleshooter: This will activate a dialog that includes the following information:
— The name of test step and last date of modification of the test step’s description and troubleshooter.

— Description tab: This description is usually populated by Intel® PETS developers and reflects the techniques and logic
behind a specific test step and how it was programmed. As an example, when activating this feature for the
“BringToBaseState” step, the user will get the following flow chart diagram explaining the process of bringing the SUT to
the SO state before running the test.

el® platform Enablement Test Suite

Power.BringToBaseState Last Modified: 12/7/2016 9:14:51 AM

[PEESINTGH Troubleshooting

This test step does the following:

+ Brings the SUT to the base state of S0/MeOn

+ Confirms that the Host OS is available

# Confims local agent is installed and serace is started

« For Corporate SUTs, BTB waits until Intely AMT on the SUT responds to version queries, checks LMS and sets link policy 2 if wireless only.

Go To Recovery (G3)
For local agent issues

@ Move to 50
[ Figrios | =
1

— Troubleshooting tab: This tab contains debug information for the test operation in case of failures. Such as the
configurations which must be set in order to run the test step without failures. Here is an example for the
“BringtoBaseState” step Troubleshooter:
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5.1.3.6

Running Tests with Intel® Platform Enablement Test Suite

Power.BringToBaseState

Troubleshooting

= If power provider is set to APS in PETS: Intel APS must be installed, initialized and signals must be connected comrectly to the SUT
* PETS local agent must be installed on SUT

* SUT user name, password and P must be entered correctly in PETS console

+ Intels AMT should be provisioned

« User name, password and IP of ME must be entered correctly in PETS

ST i | [ Bl o Sehoge || et W Setiogs | B St |

User Name: jekin L]
Password Admnia? L:]
LAN 1P Address |2z 183 1 84 L]

((_Tos Comestiay )&

Intel® Platform Enablement Test Suite

Last Modified: 12/7/2016 9:14:51 AM

Configuring how a Test Package is run

To configure how the Test Package is run:

1. Go to Run>Failure Behavior and select which of the following options will occur if one of the tests in that test package

fails: Next iteration, Next test, and Stop.

2. Configure the Package Parameters of the test package. (For information on how to configure package parameters, see

Changing Package Parameters.

Saving the Changed Configuration of a Test Package

You can save the changed configuration of a test package as an original version or as a new version of that package. Either one
of the versions (original/modified) of the test package can be loaded into the Intel® Platform Enablement Test Suite at a later

date.

To save the changed configuration of a test package over the original version:

1. Goto Package > Save
Intel(R) Platform Enablement Test Suite

[ Package | View
Open... Ctrl+O
Recent Packages

Save F12
Ctri+s __JonmentTest.xml"

Settings  Run  Report  Tools  Help

| Description

Edit

Connectivity Intel® Aht™

Run Multiple
Feature Supp| Intel® Ahi™
SRS SUT connectivilt  Check loc
Esit n Compare
Check 53 S0/CMO f
Check 54 SOICMD t
Check 85 SOJCMO to

Typically, you can use this function when editing an existing package and you wish to save changes as you work (prevent loss of

information if a crash occurs). Save replaces the original file.
To save the changed configuration of a test package as a new version:

1. Choose Package > Save As.
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You can save the changed configuration of a test package as a new version basing the new package on one you have already
opened/edited. This is useful if you want to save an existing package with a new name and then make changes rather than start
from scratch. Save As leaves the original package unchanged.

Intel(R) Platform Enablement Test Suite

Package | View Settings FRun Report Tools
Open... Ctrl+0

Help

Recent Packages

Ctrl+M

Description
Edit
Run Multiple

Cannectivity Intel& AMT basi
Feature Supp Intel® AMT hasi

hackagellaamel e SUT connectivi Check local age

Exit n Compare the in

5 Check 53 SOACMO o 530C
G Check 54 S0iCMO0 to S4/C
K A el OF CANRAN 4 CEN

2. Enter the name of the new package in the Name field of the Save As dialog.

3. Specify the desired location and click Save. The new version of the test package is saved in the desired location.

Viewing APS Controls

To view PETS Power Provider Controls:

® Choose View > APS Controls.

Intel(R} Platform Enablement Test Suite

Settings  Run Report Help

| ~  Steps Pane
PETS Power Provider Controls

Note: Intel® Platform Enablement Test Suite must be connected to the SUT via an Intel® APS hardware device that is attached to
the SUT. The SUT must be defined to be configured with Intel® PETS Power Provider .

The PETS Power Provider Controls are divided into the following two groups: Power Operations and Power Sources:

I. Power Operations - Control the power transitions of the SUT:
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. Power On/Off - Turns the power to the SUT on and off by causing the Power button to be pressed on the Intel®
APS. Power On appears when the SUT is off. Clicking this button turns the power on. Power Off appears when the
SUT is on. Clicking this button turns the power off.

. Reset - Restarts the SUT by causing the Reset button on the Intel® APS to be pressed.

. Clear CMOS - Performs Clear CMOS. A message appears, describing the Clear CMOS operation and prompting the
user for confirmation.

Intel(R) APS Clear CMOS

YWould you like to perform Clear CMOS?

Clear CMOS saquence will padom the following:

(1) Disconnect all power sounces and wall 10000 msec
(2} Shurd Clear CMOS jumper and wait 1000 msac

(3) Re-connect AC only and wait E000 msac

{4) Disconnect all power sources and wat 10000 msec
{5} Open the Claar CMOS jumper and wat 2000 msac
(6) Re-connect AL only

. Unconditional Power Down - Turns off the SUT by causing the Power button on the Intel® APS to be pressed for 7
seconds.

II. Power Sources - Connect or disconnect the SUT from its power source:
. AC - Connects only the AC power supply to the SUT.
. ACDC - Connects both the AC and DC power supplies to the SUT.
. DC - Connects only the DC power supply to the SUT.

. G3 - Disconnects all power sources from the SUT.

Note: When transitioning from AC to ACDC to DC or from DC to ACDC to AC, make sure the SUT remains in ACDC power state for
7 seconds at least. Otherwise, the SUT may shut down (enters G3 power state).

Note: The DC and ACDC options are not available in Desktop platforms and Workstations.

5.3 Running Tests

To run a test package:

n Click the Start button or choose Run > Run Package to run the test package’s selected test(s) and test step(s).

Note: Once the Run button is clicked, you will see a progress window showing that the test operator is synchronizing the time of
the SUT clock with that of the MC clock. This is done in order to make sure the test's logs will be arranged in the correct
sequence especially when the test's step event is executed on the SUT.

To manually stop running a test:
i Click the Stop button or choose Run > Stop.

To pause a test while it is being run:
[ Click the Pause button or choose Run > Pause
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To resume running a paused test:
u Click the Start button.

Note: If a test step is stopped or paused, Intel® Platform Enablement Test Suite does not stop the test immediately but allows it
to continue until the test step being run has finished. The messages and dialogs that appear as part of that test step will
continue to appear even though the test step has been stopped/paused.

5.3.1 Verify Platform Devices Test Step

Intel® PETS has a new test step named “VerifyPlatformDevices” added at the beginning of each test in most of the testing
packages to verify platform devices in the device manager. In case the device manager shows unknown devices with a yellow
bang, or uninstalled devices, or devices in faulty state, the step will fail and be marked as a warning. Its logs will display a full
description of the errors.

In] Run | Test Step Mame Description
1 BringToBaseState Mowe the SUT to a Baselknown State
2 YerifyPlatiormDevices Warify platform devices status from the device manager

The user has the choice to either run this test step or skip it by checking/unchecking the following option in the Settings menu-
bar item. However, it is highly recommended to execute it.

@ Intel(R) Platform Enablement Test Suite

View | Seftings | Run  Report Help

Systerns Under Test...

Package

Current Power Provider...
General Parameters...

¥ Include FWSTS Data Collection il
Include SysScope Information

v Run Verify Platform Devices Test Step

Skip Battery Charge Check

hir—rmr=rr—r =TT T =TT

O
Collect Test Operator Data on Failure
e e to
Enable Audible Motifications During Testing
EiL:
[

5.3.2 Audible notification during testing

PETS introduces a new feature that provides an alternate method to notify the test operator of the testing status in two
situations:

® When multiple systems are running at the same time (Workshops), or when they’re running on long flows and other
tasks could be started (multitasking).

® When testing is complete but the system screen is out of view.

Note: Audible Notifications feature is disabled during testing by default. It can be switched on or off from the Main menu ->
Settings tab -> Enable Audible Notifications During Testing, see the image below.
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@ Intel(R) Platform Enablement Test Suite

Package View [ Settings | Run Report Help
Systerns Under Test...

Current Power Provider...
General Parameters...
v Include FWSTS Data Collection il
v Include SysScope Information

v Run Verify Platform Devices Test Step

Collect Test Operator Data on Failure
Enable Audible Motifications During Testing
Skip Battery Charge Check

hir=—rmr=rr—ar =TT T TS

Audible Notifications during testing feature has three use-cases:
1. When a test step has one of the following results:

o Failed, if the test failure behavior is set to:
i.  ‘Manual’, the default registered windows exclamation sound is played upon displaying the ‘What
to do?’ dialog box.
ii. ‘Stop’, no audio is played. The audible notifications will be covered during test finishing flow in
Step 2.
iii. Any other failure behavior, the default registered Windows System Notification sound is played.
o Warning, the default registered Windows Exclamation sound is played. This is for test steps which may
only result in WARNING, and does not abide by the test failure behavior flows listed above.
o Passed, no audible notification is played as this may cause constant distraction during testing.

2.  When a test is finished and the overall test result is:

o Failed, the default registered Windows Critical Stop sound is played.
o Warning, the default registered Windows Exclamation sound is played.
o Passed, the default registered Windows Asterisk sound is played.

3.  When the whole testing process is complete and the message box containing "Test Complete" appears, PETS plays
the default registered Windows NEW Mail Notification.

Customizing the audible tones is available by changing their values from the Windows OS Sound Configuration dialog. To Open
Windows OS Sound Configuration dialog, go to the personalization screen > sounds. The following dialog appears and new
sounds can be mapped to the previous five registered sound names.
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L Sound El

Playback | Recording | Sounds | Communications

A sound theme is a set of sounds applied to events in Windows
and programs. You an select an existing scheme or save one you
have modified.

Sound Scheme:

WWindows Default [modified) | v Save As... Delete

To change sounds, click a program event in the following list and
then select a sound to apply. You can save the changes as a new
sound scheme,

Program Events:

IﬂWindows ~
o] Asterisk

-] Calendar Reminder

- Close Program

I(] Critical Battery Alarm

-] Critical Stap v

|:| Play Windows Startup sound

(Mone) P Test Browse...

Viewing the Progress of a Test

A summary of the progress of the test currently being run appears in the Steps pane.

To display the Steps pane:
Choose View > Steps Pane; the Progress pane appears under the test pane’s title bar.

Detailed information about how a test is progressing can be obtained by clicking on the test to display its steps in the lower pane.
The status of each test step appears in its Status column.

Additionally, the status bar at the bottom of the Intel® PETS main screen displays the following information:
eNetwork types and IP addresses for the SUT.

eLocal agent connection status (connected or disconnected) and the local Agent version installed on the SUT when the
connection is active. This saves the time taken to open the SUT configuration window to test local agent
connectivity.

eSystem state: S0/G3
eME state: ME on, ME off
ePower source: AC/ACDC/DC/G3

«Time elapsed (the elapsed time for the current step is displayed in the status bar during execution in the following format:
DD HH:MM:SS (DD - Days, HH - Hours, MM - Minutes, SS - Seconds).The progress timer starts counting from zero
for each new test step until it has finished (or timed-out). The timer freezes if the test is paused, continues when
running is resumed, is reset to zero if the step is retried, and stops if the test is aborted.
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\ Description Params | Failure Behavior | Status
BringToBaseState Bring the machine to S0 Inherit v MNotRunning
WriteToMemory Request lacality 0: Write 1 10 the register TPM_LOC_CTRL_0.RequestA| Inherit v NotRunning
ReadFromMermory Read the value ofthe register TPM_LOC_STATE Inherit - MNotRunning
GetBitField Werify TPM_LOC_STATE_1 locAssigned field is setta 1 Inherit - NotRunning
GetBitField Werify TPM_LOC_STATE_Z activeLocality field is setto 0 Inherit - NotRunning
GetBitField Verify TPM_LOC_STATE_2.activeLocality field is setto 0 Inherit v MotRunning
GetBitField Werify TPM_LOC_STATE_4 activeLocality field is setto 0 Inherit NotRunning

Detailed information about all the tests and test steps in the test package, while the package is being run can be obtained by:

1. Opening the test package’s test results log in the web browser (for information on how to locate the test results log, see
Viewing the results of running a test package.)

2. Clicking the Refresh button in the web browser whenever requiring an update of the information in the report.

The test’s status (Passed or Failed) appears in its Status column once all the test steps in a test have been run. If one or more
steps end with the status Failed, the status of the test is changed to Failed. A message pops up when the test package finishes
running displaying “tests completed”.

® Intel(R) Platform Enablement Test Suite - a
Package View Settings Run Report Tools Help Pre-Production SW for testing purposes onl:

> = G 7 ) (intel

Test Name Description Repeat| Failure Behavior | Status ~

10 ME_PM_10 4-5/CH-Off(3uspend Well On) to SUICHD innert|v|  NoRunning
o ME_PM_11 £01CMD to 84 51012 inheit|v|  NotRunning
12 ME_PM_12 4-5/CH3 10 S0ICMD nhert|v|  NoRunning
12 ME_PM_13 54-51CM3 0 54-51CH-O (without Inte® ME Wake) inheit|v|  Nowunning
14 ME_PM_14 54-51CM3 10 54-5/CH-OT (wih Itel® ME Wake) inheit|v|  NoRunning
15 ME_PM_15 63 or S4-5/CH-Of (Buspend Wel Of) to 84-510M3 nhert|v|  NoRunning
18 ME_PM_16 4-5/CH-Off (suspend Well On) to S4-510M3 inhert__|v|  NoRunning
7 ME_PM_19 Siraight{o-85, ME Pawer Palicyis S0-Only nnert | v|  NotRunning
18 ME_PM_20 Siraighitto-85, ME Power Policy Calls for Sx Operation nhert|v|  NoRunning
19 ME_PM_23 caar Intal® ME Wake) to nnert|v|  NotRunning
20 ME_PM_26 Warm Reset inhert|v|  NoRunning
%

D Run | Test Step Name Description Params | Failure Behavior | Status ”~
10 Pollinghz0nByNetwork R Walt until ME responds 0 a WE-MAN call - WLAN inherit|v|  NotRunning
" suspend %  The machine ransitions 0 53 inherit_|v|  NotRunning
12 VerifyMeSystemState Verity system state after OS Sleep [} Inherit v|  NotRunning
12 PollingMeOTBySignal % Inverted- Checkthatthere Is no ME signal o ihert_|v|  NotRunning
14 PowerBLItonOverride PowerBLIton pressed or Ssec - hansitions to S0->85 inherit_|v|  NotRunning
15 Veripesystemstate Vel system state afer Pawer Button vertde o nent|v|  NulRuning
18 PollingMeOTBySignal Inverted - Check that there is no ME signal o hert__|v|  NotRunning
7 BringToBasestate %  VE_PM_19.6 - S4/CH-O 10 S5/CH-Of - Sraightto 55 VE s In PP1 (P inherit__|v|  NotRunning
18 PP_ONInSD % setPP1 inherit_|v|  NotRunning
190 PP_LinkPolicyEnabled_in_S05)% et Link Policy 3 inherit_|v|  NotRunning
20 PingHost % Checkhatthe Hostresponds - LAN inherit__|v|  NotRunning
21 PingHost % Checkthatthe Hostresponds - WLAN inherit_|v|  NotRunning
22 Pollinghz0nByNetwork % Waltuntil ME responds o a WS-MAN call - LAN inherit_|v|  NotRunning
23 PullinghteOnByNebwurk B Wil unll ME respunds L @ WS-MAN call - WLAN et || NotRunning
2 Hibemate %  The machine ransitions o 54 inherit_|v|  NotRunning
VerifeSystemstate % Veriysystem state after 08 Hinemate o hert_|v|  NotRunning
2% PollingMe0TBySignal % Inverted- Gheckthatthere Is no ME signal o hert__|v|  NotRunning
27 PowerBLItonOverride PowerBLIton pressed or Ssec - bansitions to S0->85 inherit_|v|  NotRunning
28 VerifyieSystemState Verify syster state afler Power Button Override o Inherit v|  NotRunning
20 PollingMeOTBySignal Inverted - Check that here is no ME signal o inhert__|v|  NotRunning
30 BringToBasestate %  VE_PM_19.8 - S5/CH-O 10 SE/CH-Of - Sraightto 55 E s In PP1 () inherit__|v|  NotRunning
a1 PP_ONiInSD % seteer Ihent|v|  Hofunning
£ PP_LinkPolicyEnabled_in_S05)% et Link Policy 3 inherit_|v|  NotRunning
£ PingHost % Checkinattne Hostresponds - LAN inherit_|v|  NotRunning
34 PingHost B Checkthatthe Hostresponds - WLAN Inherit v NotRunning v

(LAN: 127.00.0)

The current SUT power status can be seen in the status bar.

Viewing, Saving, and Sending Test Reports

Once a test package finishes running, the results report of each test and each test step that was run can be seen. The report can
be viewed in the Intel® Platform Enablement Test Suite or in the web browser. The reports have the same appearance and contain
the same information regardless of the viewing location.
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Viewing the results of running a test package

The following information describes how a test package’s test results can be viewed:

- The Run Test Results window appears in the Intel® Platform Enablement Test Suite window when performing one of
the following actions:
. Double-clicking a test’s Status field

. Clicking on the Test results button in the toolbar ( )
. Choosing Report > View Reports.

- Double-clicking on the appropriate test result log in the web browser. The test results log files are located in <Intel(R)
Platform Enablement Test Suite folder>\Logs. The location of the Intel® Platform Enablement Test Suite folder is set
during the installation process. To make it easy to locate a specific log file, the format of the name of all test results log
files is <package><date><time>.XML (e.g. Report-20090122124614.xml)

Example

Intel® PETS results for running Intel® DAL Compliancy test package on a LKF Consumer platform are updated in the excel sheet
below.

. =
Project: LKF based platform Consumer SKU LKF CONSUMER (intel LKF CONSUMER (Intel® non-CSME Related tests)
Phase: Related tests)
Motes: Total category Total _|category
0.0% [complete Rate | 0.0% [complete Rate
0.0% Pass Rate 0.0%  |Pass Rate
Intel Confidential Fail Rate Fail Rate
0.0% 0.0% |elockRate
100.0% o Do 100.0% |To00
Test Name: Description m peEs "(m'"", "m," n::‘n Comments Intel Defect ID
Local agent and SUT connectivity setup Check local agent setup MB PETS WLAN ToDo
Check S0IX S0 to SOIX to S0 via Host OS suspend cycle (AC-Only) MB PETS WLAN ToDo
Check OS hibernate S0 to S5 to S0 via Host OS shutdown cycle (AC-Only) ME PETS WLAN ToDo
Check OS shutdown S0 to S5 to S0 via Host OS shutdown cycle (AC-Only) MB PETS WLAN ToDo
Check DG Power Check DC power connectivity to the SUT M8 PETS WLAN ToDo
Check AC Power Check AC power ivity to the SUT [E] PETS WLAN ToDo
Check G3 State S0 to 53 via Power loss ME PETS WLAN Tobo
0S Configuration Checks check basic OS configuration on MC and SUT M8 PETS WLAN ToDo
and Manifesting AND Secure Tokens
SIGN_SECTOK_01 Hon-signed Image Creation M8 Manual WLAN ToDo
SIGN_SECTOK_02 }S.gnaﬂ Image Creation [ MB I Manual | WLAN | ToDo ] ]
SIGN_SECTOK_03 M3 WWLAN
Intel® ME BIOS Compliancy
BIOS_01 MB WLAN
BIOS_02 MB WLAN

Manufacturing Mode Compliancy

PSR Lockng Unckn - ez e I I I ) I

SPI Flash Interface Compliancy

SP1L001 Descriptor Mode Test M8 PETS WLAN ToDo
SPL_002 |Senal Flash Discoverable Parameter Test MB_| PETS and Manual | WLAN ToDo
SP1_003 [4 Kbytes Erasable Blocks Test G FETS WLAN ToDo
SP1_004 SFDP version 1.0 lest NB FETS WLAN ToDo
SP_005 SPI Flash Size Test &) FETS WLAN ToDo
SP1_006 'SPl Flash Vendor Speciic Capabilities (VSCC) Test ] PETS WLAN Tobo
SP1 007 |Fiash Descriptor Security Override Test MB | PETS and Manual WLAN ToDo

Report Viewer

The Report Viewer allows easy navigation between reports by clicking on them in the left hand pane. It is possible to export PETS
logs, import previously exported logs, and delete test result log files. Also, viewing, navigating, and selecting several older/newer
logs is possible in the list prior to saving or copying them into other folders. Additionally, simultaneous export/import actions for
multiple PETS logs is possible as well.
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Report Viewer

|
O
O
O
O
O
0
O
O
O
O
O
O
O
O
O
O
O
O
O
O

Compliance, . LKF |

Compliance_BootGuard_2015.10.2¢
Compliance_|SH_2015.10.25_09.2°
ME_Compliance_PM_2019.10.29_(
Compliance_MeBios_2015.10.28_1
ME_Compliance_PM_2019.10.28_"
ME_Compliance_PM_2019.10.28_"
ME_Compliance_PM_2019.10.28_"
ME_Compliance_PM_2015.10.28_"
Compliance_PTT_2019.10.28_17.3
Compliance_BootGuard_2015.10.24
SetupEnvironment Test_2015.10.28
SetupEnvironment Test_2019.10.28
SetupEnvironment Test_2019.10.28
ME_Compliance_PM_2019.10.28_"
ME_Compliance_PM_2019.10.28_"
ME_Compliance_PM_2015.10.28_"
ME_Compliance_PM_2019.10.28_"
ME_Compliance_PM_2015.10.28_"
ME_Compliance_PM_2019.10.28_"

Platform Enablement Test Suite

Run Date: 28/10/2018 10:30:19 Console Version: 9.1330.101.0 Agent Version: 9.1330.101.0

System Under Test Result Statistics
Management Console
General and Package Parameters
Tests For: Compliance_|ICC_LKF xml (ME\LKF\Windows\Consumer\Mobile\Wireless_Only)

Tests details: Failure only | Passing only | All

(1) Test default settings for Standard configuration

© ICC_TST_02-N/A

(2 ) Test default settings for Adaptive configuration.

A ICC

(3 )Display Cl;ipsetlnitializaticn header data.

Location: C:\Program Files (x86)\Intel\Intel(R) Platform Enablement Test Suite\Logs\Log_XMLs\

The Viewer includes the following information:

Statistics on the tests run.

Tests skipped (deselected ones).

Steps not run because they were deselected, or earlier failure/abortion of a step failed (clicking the stop button).

Aborted tests may also include some failed tests. It is therefore recommended to view the PETS logs to check if any aborted
tests actually failed before being aborted.

Information about the SUT on which the tests were run, including:

o SUT Overview.

General Host Settings.

Power Settings.

Intel® PETS Power Provider Settings.
System Information.

o o O o

Information is collected using the FWSTS Data Collection and SysScope Information tools.
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% Intel(R) Platform Enablement Test Suite
Package View [ Settings | Run Repot Help

Systerns Under Test..,

Current Power Provider...
General Parameters..,

v Include FPWSTS Data Collection

D | Run | 7 ¥ Include SysScope Infarmation b

1 ] [,| ¥ RunVerify Platform Devices Test Step
Collect Test Operator Data on Failure

2 i D t
Enable Audible Motifications During Testing

3 : 3l
Skip Battery Charge Check

4 R - tn

Test Operator Additional Feedback upon Test Failure.

*Collect test operator data on failure’ feature is disabled by default. It is enabled it by checking “Collect Test Operator Data
on Failure” checkbox under Settings in the Main Menu

% Intel(R) Platform Enablement Test Suite
Package View [ Settings | Run Repot Help

» || E Systerns Under Test...

Current Power Provider...
General Parameters..,

v Include FWSTS Data Collection

«  Include SysScope Information

(]

(%}
=
g & KOs
—

v Run Verify Platform Devices Test Step
Collect Test Operator Data on Failure
Enable Audible Motifications During Testing
Skip Battery Charge Check

When enabled, regardless of the failure mode (except for Manual), a message box with a single input window appears allowing
the test operator to add additional data about the failure at that point.

[ilxiage JConpioses, toifionsConfpuon el b o PODKES I} Sibtedens Coparme bl WVl OONY |

R Test Nama Descngsian Statun
sP_00 Deacnpa Mode test 1 ehert viss im

ig

YVEKAKKRR K

Run

Tast Slep Name Patama | Fadae Betawor | S2al

For all Question/Answer test steps, the window above will not appear. Instead, a single input window will be added within the same
message box that allows collecting of additional information at the time the test operator selects Yes/No, at all times.
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For all Manual failure behavior tests, a single input window is added to the bottom of the “What to do” window allowing the test
operator to provide additional data/information/observations about the failure at that point.

@ Test Case [SPI_001] fabed cn the flowng step fn Red). plesse choose what to do next

D Step Name Description Status
1 |BringToBase Bring the machine to S0 In Progress

TEReaoRepl PCIEBASE NoRunnng

In all cases above, the window will allow up to 1024 input characters. The test operator’s additional input will be copied into
(appended to) the Intel® PETS log once the dialog box/message box hosting the input window is closed/cleared.

© %o Power BringToBaseState
1 ) Bang e machine § )
Action

Timeout

| Result |
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5.4.3.1 Importing Logs

To import log files:

1. Open the Report Viewer.
2. Click Import Logs.

B Ewort Sclccted Logs Delcte Selected Logs
™

[] SetupEnvironment Test_2015.12.27_14.33.28
etup Environment Test_2015.12.27_14.11.59

etupEvronmentTes:_2015.1227 14 00.35 Platform Enablement Test Suite

‘SetupEnvironmentTest_2015.1125_09.28.06

3. The "Browse For Folder" window opens. Navigate to the log folder.
Browse For Folder “
&> (M This PC A
1> 4l Libraries
» € Network
1> B8 Control Panel
5] Recycle Bin
bl AMT_11.5
b0 Compliance AMT_2015.12.27_14.18.45
' Docs
L Dox hd

Note: An error will be received when trying to import PETS testing results from an empty directory or a directory that does not
contain valid log files.

Failure

o Importing PETS Testing Results

It seems you are trying to import a directory that is empty or does not include valid log files.

Note: When importing a log from a directory that already exists, a message appears informing the user that the "Log directory <dir
name>" already exists. Do you want to overwrite it? This message only appears when the content in the directory conflicts
with an existing one.

Question

& "Compliance_SpiFashCorfiguration_2015.11.12_08.35.07" already exists, Do you want to
overwrite it ?
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5.4.3.2 Exporting Logs

To export log files:
1.
2.
3.

Open Report Viewer.
Browse the report/s and select the log file/s you want to export from the list.
Click Export Selected Logs.

B Coort Selectsd Loos M) import Loos | Delets Ssiscted Logs

[] SetupEnvironment Tes! "84

SetupEnvironment Test_2015.12.27_14.11.59 "
SetupEnvircnmntTest 2015 1227 14 06.35 Platform Enablement Test Suite
SetupEnvironment Test_201511.26_16 4555
Urtitled_Package_inot_saved)_2015.11.26_12.00.08

SetupEnvironment Test_2015.11.25_09.28.06

4.

The Export Report Settings dialog opens. Set the desired export format from the following report formats: Standard
PETS log (XML), HTML (Portable), or Excel Spreadsheet.

e

Report Format:

£
Y

)

Destination Directory:

C:\Usershrtuser: Deskiop ( Browss |

Export Report Settings “

Standard PETS log feml)
HTML {Portable)
Spread Sheet (Excel)

5. Click Browse to set the Destination Directory. A dialog opens prompting you to select the target directory in which the
logs are saved. Clicking Browse again sets the previously selected target directory to be the new default directory.
6. Click OK. Intel® PETS saves the logs in the requested format in the target directory.
Note: Intel® PETS remembers the last destination a report export was saved to.
Note: Intel® PETS generates the HTML output and Spreadsheet only when choosing to export logs. They are not available by

default in the “Logs\Log_XMLs" folder.

When exporting an HTML report, the file can be shared with other people without consuming any extra resources and can
view it using any Internet browser. This report captures all the test steps for each test.

The HTML Report Type includes the following:

Information about the SUT on which the tests were run.
System Scope information.

Management Console Information

General and Package Parameters

Statistics on the tests run.

Status for each test/s and steps.

Note: Users can filter the test results on either the "test level" or "step level” in the same manner for both cases according to their
ending results whether they are passed or failed. A tooltip will appear guiding the user to filter the test results accordingly.
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Result Statistics
Passed  Failed Not.Running
Compliance_Power_G3-55 Tests Details: Failure only | Passing only | All 0 12 1 7
Click to view Failed tests
0.0% 60.0% 5.0% 35.0%
D Test Name Heration Number Status
Result Statistics
Failed: 12 Aborted: 1 [ —
Passed  Failed Not-Running
Compliance_Power_G3-85 Tests Details: Failure only | Passing only | All o 12 1 7
Click to view Passed tests
0.0% 60.0% 5.0% 35.0%
D Test Name Iteration Number Status
Result Statistics
Passed Failed Not-Running
Compliance_Power_G3-85 Tests Details: Failure only | Passing only | All 0 12 1 Z
Click to view Passed tests
0.0% 60.0% 5.0% 5.0%
1] Test Name Iteration Number Status

Another tooltip will appear when pointing the mouse at the Passed and Failed results labels, prompting the user to click in
order to filter the test results accordingly. For example, Clicking on “Passed” label as shown below, filters the test results to

show only passed ones. The same applies for “Failed” test results label as well.

Result Statistics
Click to view the passed fests
SetupEnvironmentTest Tests Details: Failure only | Passing only | All
D Test Name Iteration Number Status
1 Check Intel® AMT Connectivity 111 Passed
2 Check Intel® AMT Feature Support 11 Passed
5 Check §3 11 Passed

Passed Failed Not-Running
" 2 0 0
84.6% 15.4% 0.0% 0.0%

Intel® PETS also allows users to export and view the Test Results Report in Excel spreadsheet format. You will see tabs for

multiple sheets.

- Pre-Work format sheet - Displays the test results in the pre-work format (only test case and sub tests are included).

- Verbose format sheet - Holds a verbose version of the log (all test steps are included).

- SUT Info sheet - Displays the System under Test information
- MC Info sheet - Displays the Management Console information
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- Parameters sheet - Displays General and Package information

BB % - Commplairecp_Mbalip_ 07100012 1011 4 Flpenairaet ks - Ercel rm -2 x
MO BADET  PACKLAVONT FORMMEAL DALE  BDADW  WDA  Fosn Besie PR TLAMS  AJAbed . -
a1 - i wutedn) Plat o Dmabirast Tovt Sute -

Pohogs Tomphorca ol sl T Bt oo spee sotbadudorfond Nudy |
T T TR TR AT

- i

" PraWerk | werbode | Wi WG | MW~ & ] '

Note: By default, Export Selected Logs and Delete Selected Logs are disabled until the user selects a log.

Note: When exporting a log/s from a directory that already exists, a message appears informing you that the "Log file <log file
name>" already exists. Do you want to overwrite it? If "Yes” is clicked, the change will be applied to the current file only.

On the other hand, clicking on “No” will skip the current file and "Cancel/” will terminate the whole copy process. This

message only appears when the content in the directory conflicts with an existing one.

The File G ol g Flarshawl slion_2015 12 0314 47140 B Lo v~
slimacy exists. Do you want o owererils 87

5.4.3.3 Deleting Logs

To delete log files:

1. Open Report Viewer.
2. Browse the report/s and select the log file/s that you want to delete from the list.

3. Click Delete Selected Logs.
.

[CERRE Ryl Ecport Selected Logs M1 import Logs W Delets Selected Logs
(] SetupEnvironment Test_2015.12.27_14.39.28 ‘ -

SetupEnvironment Test_2015.12.27_14.1155%

[¥] SetupEnviormentTest_2015 1227_14.08 35 Platform Enablement Test Suite

SetupEnvironment Test_2015.11.26_16.4555

4.  When prompted for confirmation, click Yes.

ntel.
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Question

& Are you sure you want to delete the selected log directories?

5.4.4 Test Results Report SUT Information

To display information about the SUT in the Test Results report:
- Click the Show button at the top of the report.

To hide information about the SUT in the Test Results report:
- Click the Hide button at the top of the report.

5.4.5 Test Results Report Test Information

The Test Results Report provides a high level summary for each test. You can also view detailed information—as explained
below.

**  You can filter the test results according to one the following criteria:

- Failure Only: PETS only displays failed, aborted and conditionally passed tests.

Teport Viewer

e

ESCCECTCE &

-
g o

Platform Enablement Test Suite

e —Y
Systern Ui Test
Youm For: Comgiarce UE Powmn Ganing i (MF 551 Windows Conporata Slobsia Weelans, O

Teses details:

@ MEPM. 44

- All: PETS displays all the tests (passed, failed, conditionally passed and deselected tests).
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O Report Viewe: ~ 5 I

Platform Enablement Test Suite e

&=

Syte e Test [P——— 5]

Tests For: s { oty

o ioe)

@ Local agent and S

T connectivity selup

ks - Hot Run. Fail on

< To view more information on a specific test, click on it to see the following:
A detailed secondary window appears that allows you to open the details of each step in the test, expand all,
collapse all, or see all failures of that test.
ReportDetalis|({| Compliancy Gide |

Test Case: ME_PM_1

Power_G3- 1 onky)

Steps details: Failure onlylAll  Expand |=

4% Power BringToBaseState
(1) ME_PH_1.1- SOMO to S3-Of (PP1, DC, Host goes to §3)- Bring ihe machine fo S0

8 4% Power.PP_ONinS0
(2)SetPP1

Action
PowerPack:
Result
PP

arameter value

Action
Toggle Power Pack
Result

\ction
Sefting

esult
Success

Power Package to MEishctiveOnlyinS0

4% Power.DC

(3) Setthe machine to DC only

4 General PingHost
(4) Checkthattne Hostresponds -LAN

Report name: Compliance_Power G3.85_20120415_152820

K2

% You can also click the Compliancy Guide tab on this window to open this test in the Compliancy Guide.
[ Test Casiwer—MEJM,l - I == = |

P —
(RSO Comolone G |

|Test 1D: \ME_PM_1.1

|Test case Titte: S0/MO to 53/M-Off
\Mandatory/Optional |Mandatory

\Form Factor Mobile

Original Power State: S0/MO; Target power state - S3/M-Off; LAN Power Policy - Power Rolicy

Besiplion =1, WLAN Link Policy - '3: Enabled in 50, 5x/AC’: powsr source - DC: Trigger: Host go 53

|objective: This test checks for the system power flow SO/MO to S3/M-OF

Configure BIOS to keep the system in 55 after exiting G3
Set the Original Power Policy to 21: ON in S0

Set Wireless Link Policy '#3: Enabled in S0, Sx/AC". Note: This is required only
when wireless is used

‘Set the power source to DC
Boot the system to S0/M0 i.e. make sure OS is up

Verify that Intel ME is on (intel ® AMT answers ping via LAN/WLAN interface)

Put host into standby
Verify test pass/fail criteria

| Host goes to 53 state. Intel ME becames Moff. This can be done by checking SLP_A# signal,

Test Pass/Fail that should be asserted, indicating ME is in Meff. If APS is not available, this can be done by

Criteria pinging Intel AMT IP address with both wired and WLAN interface to make no ping responses are
receiv

|Test 1D: IME_PM_1.2

Test Case Title: S0/MO to 53/W-Off

\Mandatory/Optional |Mzndatory

\Form Factor DT, MB, WS-Server

<

Report name: Compliance_ Power G355 20120415 152820
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5.5 Results Worksheet Generation

The Results Worksheet is a new addition to Intel® Platform Enablement Test Suite that enables Intel® PETS users to update an
excel sheet with the latest results of a set of tests performed on a defined SUT. This excel sheet provides statistics on the
percentage of tests not performed, passing, failing, and blocked per SUT. Example and usage instructions are given below.

5.5.1 Important notes

The excel sheet template is not embedded into Intel® PETS. To get the template for Intel® CSME 12.0 based platforms, contact
your CE representative. Excel templates for other Intel® ME projects will be available in the future.

Please note that the results worksheet will be updated and saved in an excel file regardless if the console has Microsoft Excel or
not. To be able to view the worksheet with all results statistics for your SUT, please make sure your console has Microsoft Excel.

5.5.2 Usage

Once Intel® PETS logs are ready, follow the steps below:

1. Select “Generate Results Worksheet” option from the “Report” menu-bar item as seen below.

Intel(R) Platform Enablement Test Suite - O X

Package View Settings Run Tools  Help

View Reports
Open Report Folder
Generate Results Worksheet

2. Choose the desired SUT then import an excel template, where:

a) SUT Name: The drop down menu shows information about user-defined SUTs currently available in in Intel®
PETS. The selected option should belong to the desired SUT to generate the results sheet for.

b) Excel Template: Click "Browse” to import the Microsoft Excel template file containing the set of tests and
results to be updated.

[l Generate Results Workshest - X

Choose SUT and Excel File

SUT Name mysut - KABYLAKE. Corporate, Mobile, WIRED_ONLY

Excel Template

3. After importing is complete, the “Generate Results Worksheet” dialog will be updated with additional requested input
for mapping with excel, where:

a) Worksheet to Fill: The drop down menu shows options of all sheets in the imported excel template file.
b) Test Name Column: Refers to the column name containing the list of tests.
c) Result Column: Refers to the column name containing the test results to be updated

@ Generate Results Worksheet - x

Choose SUT and Excel File

SUT Name LKF - LAKEFIELD, Consumer, Mobile, WIRELESS_ONLY

Excel Template
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Note: Click the Reset button to clear all input values.

Note: The input for mapping with excel will be updated automatically by Intel® PETS according to the imported excel file. The user
might have to update these fiels manually if Intel® PETS cannot locate the “Test Name” or “Result” columns (i.e. value will
be N/A).

5.6 Using the Compliancy Guide

Intel® Platform Enablement Test Suite allows you to display any test in the Compliancy Guide.

Note: This feature is supported in Internet Explorer 7 or above, and in Firefox 3 or above.

To display the test in the Compliancy Guide:

1. Right-click on any test in the PETS test pane.

The right-click menu opens.

== Al e mm e pman s

I unselect Test
Select All Tests
Unselect All Tests

I Show Test In Compliancy Guide

| Report...

2. Select “Show Test In Compliancy Guide”.

The relevant test opens in the Compliancy Guide in a separate pop-up window.
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Changing Package Parameters

ntel.

6.1

You can use the Package Parameters dialog to modify the time-out times, LPT Port, WLAN IP, WLAN Mac Address, and other
parameters of a test package, to reflect the settings required for the specific system being tested.

If you change a package parameter and then save the test package, the new settings will be used when you next open the
package.

To revert to the original default settings, navigate to the <PETS Installation Folder>\Packages\<Package
Name>.xml.global file and delete it. When you subsequently open the package, it will use the original settings.

Package Parameters are specific to each test package. Any changes in the Package Parameters do not affect the Package
Parameters for any other package, even if they have the same name and meaning. Different packages have different lists of
Package Parameters.

Changing Parameter Values

To open the Package Parameters dialog in Intel® Platform Enablement Test Suite:

1. Open a test package.
2. Choose Package > Package Parameters.
i Package Parameters O *

Parameter search IR

Parameter Description
TOSSDELAY ) Maeemn allowed tema for 50 o 55 branstion in seconds

To search for a package parameter:

Go to the search box next to the “Search Parameter” label and type in the package parameter name that you're looking for.

The parameters will be filtered where the package parameters specification table will only show and highlight the
parameters that have the user searched text in their name.
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E T Package Paramaters o x|

Type a parameter name you want to look for in the
search box

Parameter Search IR

To change parameter values:

Note: The values of Package Parameters that are time-related are represented in seconds.
1. Double-click the value of the parameter you want to change; the value is selected.
2. Type in a new value for the parameter.
3. Repeat steps 1-2 for all the parameters you want to change.

4. Click OK.

Please be aware that not all package parameters will be the same for all packages.

To load package parameter default values:

- Click "Load Defaults" and then "OK".

Note: By clicking Load Defaults, PETS resets the package parameter values to their original values (the initial values when PETS
ran for the first time). Each package has its own parameters.
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6.2 Test Step Parameters

& VenfyMeSystemState o X

parameter sosecn SRR

Parameter Descnption
SOTOSIDELAY Maximum allowed time for S0to 53 transition in seconds

To load test step parameter default values:

- Click Load Defaults and then OK.
Note: By clicking Load Defaults, PETS resets the test step parameter values to their original values (the initial values when PETS

ran for the first time). If a parameter is shared between the test step and the package, the changes are reflected on both
sides.

To view step parameters:

- Click the help icon beside in the Params column for steps that accept parameters.

i e

| Run | Test Step Name

| Description ] Params | Failur
BringToBaseState i ME_PM_1.1-S0/MO te S3/M-Off (PP1, DC, Host goes to 53} - Bring thei (7] =
PP_ONinS0 % setPP | /]
DC i% Setthe machine to DC only | =
PingHost Check that the Host responds - LAN | :

A window opens displaying the parameters related to the selected step (similar to that shown in Changing Parameter
Values). You can view and change the parameter values as required.
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Changing General Parameters

7.1

The General Parameter dialog can be accessed through Settings > General Parameters menu item.

General parameters are the parameters that are shared among all the packages in PETS. General Parameters are used to resolve
the differences between different platforms supported by PETS. Modifications to one of the parameters will be affect all the steps
that utilize it.

You can use the General Parameters dialog to modify the general parameters listed in it. Currently, PETS defines some general
parameters for the commonly used "BringToBase" step as shown in the image below:

Sectian Description
Bring ToBaseState OverAl TimeOut Max. allowed time for Bring To Base in sec.

Finging TimeOut Max. time for getting a respond to ping from SUT in sec.
MeOnByNetwork Time... ) Max. time for Palling Me On By Network in sec.
VerifyMeSystem State | PolingDelay Delay before checking the expected states for (FF)in sec.

ConsistencyInterval Time to check that signal stays consistent in sec.

Load Defaults

Changing General Parameter Values

To modify the General Parameters:

1
2
3.
4

Double-click the value of the parameter you want to change; the value is selected.
Type in a new value for the parameter.

Repeat steps 1-2 for all the parameters you want to change.

Click OK.

To load general parameter default values:

Click Load Defaults and then OK.

Note: By clicking Load Defaults, PETS resets the general parameter values to their original values (the initial values when PETS
ran for the first time). If a parameter is shared between the test step and the general parameters, the changes are reflected
on both sides.
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Running PETS in Package Design
Mode

8.1

Package Design Mode provides additional capabilities such as creating packages and tests from scratch, modifying existing tests,
or adding extra tests and steps.

Test steps are the building blocks for PETS test packages as they determine the specific functionality for each package. For
example, you might need to ping the SUT as part of your test; a test step named “Ping” provides this functionality. If you need to
add a delay after changing the SUT power state, you can use the “Delay” step to provide a delay with a configurable duration.

PETS provides a large selection of out-of-the-box steps which are grouped into “Test Sets” depending on the functionality they
provide. For example, the power steps can be found under the Power plug-in.

Each step has a name, description, input parameters and output parameters. Sometimes, you might need to add a more specific
description for the step depending on the functionality the step provides for your test. For example, the CMD step is a very
general step used to run a command. After adding it as part of your test, you might wish to call it "Running the <Name of tool>
tool” or “changing a setting” this will make your test easier to understand.

You can filter the steps to get a specific plug-in step or use the free text search option to search for the step in all plug-ins and
various tests or search for one in the Search Step bar.

Creating a Blank Test Package

You can create new packages and tests, add steps, and run the test. This enables you to run tests during package building and
verify the results are as expected, and modify the test package as needed.

To create a new test package:
1.

Rupest| Failure Behwior | Status

&

(1) Run_| Test Step Mame. Oescnption Params | Failure Behavor | Status

2. Add tests to your package, as described in the next section.
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8.2 Adding Tests to a New Package

1. Click Steps Kit > New Test.
Steps Kit |
(e Pacofl] (BenewTen ]
® Test Set:
Search Step:

Name.

2. Right-click the test pane and select New.

® D s T e
St ion_Ra_tean_iich_tin J Pre rosuction st s vt o)

ECp=— a
=

The Test Properties window appears.
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Test Properties [

MName:

Description:

Required Featuers:

Required Feature(s) Selection

Features:
[] Power_DiC

. The Required Features Window appears

Required Feature(s] Selection

Features:

] Power_53
] Pawer_Dic
(] AMT_KvM
[] AMT_s0L
] Power_Wal

[] Power_WoWLAN

3. Enter a unique Name for your new test, add a Description, Required Features and click OK.
4. The new test is loaded and displayed in the test pane. Add test steps, as described in the next section.

5. Repeat this procedure whenever you wish to add a new test.
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Adding Steps to the New Test

Select Search Step under the Steps Kit tab.

StepsKit ‘|ﬂ
 BeNew Package ) (3% New Test |
(O Test Set:

|_ Search
Step Bar

i Various

Steps

Search Step 1—@®) Search Step: |Delay —
Radio Button

Description:
Preform a delay for a given number of miliseconds.

Configuring Step Properties

You can edit the following step properties in the Properties tab of the Package Design Mode panel:

Step Description.

Failure Behavior - Enables you to instruct PETS how to proceed after a test step has failed. Possible values:
{Inherit, Next Step, Next Sub Test, Next Iteration, Next Test, Stop, Manual}.

Use Local Agent - Indicates whether the step should be executed on the local agent (SUT). Possible values:
{True, False}.

Sub Test Name - Indicates whether the selected step is the beginning of a sub test. (Sub test is another level of
hierarchy and will result in GUI and reports). You only need to set this value for the first step in the sub test - do
not configure this parameter for the other steps in the sub test.

Required features- shows different kinds of features

Setting Step Parameters — Each step has its own set of parameters depending on the functionality it provides.
For example, the Ping step has the IP to ping and the Delay step has the total delay in seconds. For more
information, refer Configuring Parameters.
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_JJ Properties |

BringToBaseState
Failure Behavior: Inherit ~
Use Local Agent: False -

Required Features: I:I

Parameter | Value |
true

SkipLocal dgertC...
SkipPingHostOs
DelayAfter33
SetMeldleTimeQu...
Bring ToBaseFailure
UseWirelessAddr...
Timeout

Bring ToBasePing...
PollingMeByMetw...

Required Features let you Add Required Features to the selected test step in two ways:

1.  Either by writing the Required Features in the text box
2. Or by clicking the Configure Feature(s) selection button wich will open the below window that enables you to
choose Prerequisites from the list to be added to the selected test step.

Required Feature(s) Selection n

Features.
[] Power_s3
[] Power_DC

[] Power_woL

[] Power_WoWLAN

To add a step to a test:

Select the step to be added and drag it from the Package Design Mode panel to the Test Steps Data Grid view, as shown in
the following figure.
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=

(B rtaen) (e tex) 0 fun | Tast Nome

Discrighion

= E—— ) (inteD

Feepat | Faibarn Bobawar | Stabis

[ | sos_oe

CFOGS laekinguniocking - Mansfacturing Wada

1 Inhare vi  MastRenning

Prears u deliy o grven rustoer of ralssccrals

ifun_| Tast Step Mame | Descrgbion | Pt | Faiker Boaa
il L g0 oaie v

The step is added, the step IDs are rearranged, and the Steps Grid Header is updated.
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Running PETS in Package Design Mode

Configuring Parameters

Configuring Package Parameters

When Package Design Mode is active you can modify, add, or remove any of the Package Parameters shown in the following

figure.

Value

Description

TEMPREGISTER i

COMPLIANCYPATH MDocshe..

PTTFOLDER EAPTT

PETSPTTFOLDER AExtensio...

TEMPFOLDER CATEMP

SYSTEM32FOLDER | C:\Windo...

POWERSHELLFOLD... |C:\Windo...

CONVERSIONSTAT... |NotSet

EXECUTECONNECT... |false

WINVER 10.0

TCPBINDINGTIMEQ .. |200

BASEADDRESS 3l

NUMBEROFVSC 0

DESTROYVSCSBEF... |true

ROOTMS..

PULLINGNUM3ERO... (150

PULLINGDELAYTIME

VERIFYAGENTTIME. ..

SPECIALDELAY

APSDELAY

SOTOSODELAY

SOTOSSDELAY

SOTOS4DELAY

Temp Register Value

Compliancy path

Location of the CAPT™ folder

Location of the PTT folder that in PETS path
Location of the C:NTEMP folder

Location of the C:\Wirdows'system 32 folder
Location of the PowerShell axe

Cument conversion staus

Curment conversion staus

Manufacturer Version to check

TCP binding timeout in seconds

base address for TPM 2.0

Store number of V5C installed

Destroy all VSCs Beforz Start

Holder for the VST Key

Holder for the VSC device index

Mumber of times to pull for encryption or decryption status.

Delay time between pLling for encryption or decryption status.

Timeout for verifying lozal agent is on

Delay after full Encrypt on/Decryption

Maximum allowed time for Intel® AP S response.
Maximum allowed time for S0to S0 transition.
Maximum allowed time for S0to 55 transition.

Maximum allowed time for S0to 54 transition.
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8.4.2

8.5

Running PETS in Package Design Mode l n

Configuring Step Parameters
1. Access the Properties tab of the Package Design Mode panel.
2. Select a parameter to modify.
3. Do one of the following:

. Insert an immediate value.

. Click on the Browse symbol next to the parameter and select a value from the Package Parameters or the previous
Step Parameters tabs.

(SRR Proverios |

Power.BringToBascState

Descrption [Move the SUTto a Bass/Known State Choose from
P PackageP ters || Frevious Step Parameters
Faiure Behavior: | Inhert ~ ackoge R atamciez= i
Parameter |vValue | Type | Description
Usc local Agent: (R i SKLAPPLETGUID |00000000-0... [OTHER |
Sub Tost Name: | \ APPLETECHO o OTHER
APSDELAY |s SEC Maximum allowed time for Intsl® APS response in seconds
Required Features. | S5TOSODELAY 300 |sec Maximum alowed tine for $51o S0 transiion in seconds

IDLETIMEEXPIREDELAY
SUTSERVICESDELAY 300 |SEC

COMPLIANCYPATH 1 Docs\com... [OTHER
OSVERSION | True OTHER
POWERSHELLFOLDER ?C Windows... |OTHER

|80 |sEC | e time of ME to go from M3 to M-Off in secands
Maximum allowed time for St services to start running in seconds

Compliancy path

Parameter | Value ks
SkipMeChecks true [...|
SkipMESignalCheck true ]
SkipLocalAgentChecks i
SkipPingHostOs
DelayAferG3
SetMeldieTimeOutMore ThanOne
Biing ToBaseFailure
UseWirelessAddress
Timeovt
BiingToBaseFing TimeOut
PolingMeByNetwork TimeOLt

OS5 version

Location of the PowerShell exe

Modifying Test Properties

Right-click a test and select Properties. The Test Properties dialog appears, enabling you to change the test properties.

The test is modified according to the user’s changes.

Properties... |

MNew Test Properties
Delete
Clone
Move Up Mame: |ME—F'\'1—1

Move Down

Desciiption: [50/CMDto 53/CM-Of

Unselect Test

Select All Tests

Prerequistes | Power_S53

Failure Behavior 3

Select All Automated Tests
Unselect All Tests

Show Test In Compliancy Guide

Report...

67

Intel Confidential



8.6

8.7

8.8

Note:

®
Running PETS in Package Design Mode l n tel

Cloning a Test

You can clone tests within a package by creating copies of all the test steps, including step parameters, and applying the
same settings.

To clone an existing Test:
1. Right-click the desired test and select Clone.

Properties... |

Mew
Delete
Clone
Move Up

Move Down

Unselect Test

Select All Tests

Failure Behavior 3
Select All Autormnated Tests

Unselect All Tests

Show Test In Compliancy Guide
Report...

2. Enter a unique name for the new test.
3. The test and its steps are cloned, including all the step parameters.

Removing a Test or Test Step

1. Right-click the desired test/step and select Delete.
Properties... |

New
Delete
Clone
Move Up

Mowve Down

Unselect Test

Select All Tests

Failure Behavior 3
Select All Autornated Tests

Unselect All Tests

Show Test In Compliancy Guide
Report...

2. The test/step is removed from the test list. The step IDs are rearranged and the Steps Grid Header is updated.

If any following steps use the step you wish to delete, the system prompts you for confirmation before proceeding with the
deletion.

Moving a Test or Test Step Up/Down

To rearrange (reposition) items within a test list:

Drag and drop the desired test to the desired position in the list or right-click the test and select Move Up or Move Down.
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Running PETS in Package Design Mode

Properties...

New
Delete
Clone
Move Up

Mowve Down

Unselect Test

Select All Tests

Failure Behavior 3
Select All Autornated Tests

Unselect All Tests

Show Test In Compliancy Guide

Report...
Note: If any following steps use the step you wish to reposition, the system prompts you for confirmation before proceeding with
the move.
8.9 Failure Behavior

1. Right-click the desired test/step and select Failure Behavior
Properties... |
MNew
Delete
Clene
Move Up
Move Down
Unselect Test

Select All Tests

Failure Behavior 3
Select All Autornated Tests

Unselect All Tests

Show Test In Compliancy Guide
Report...
2. The following tab for behavior options appears:

Mext Step
Mext Subtest

Mext lteration
Mext Test
Manual

Stop

Inherit

Note: description for each behavior options are found in section 5.1.3 Using Intel® Platform Enablement Test Suite

Windows
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8.10

8.11

Note:

®
Running PETS in Package Design Mode l n tel

Modifying an Existing Package
You can modify an open package and apply the changes as needed.

To edit an open/existing package:

1. If the package is not open, choose Package > Open from the Package menu to open the package.
2. From the main menu, choose Package > Edit

Fecent Packages
Save As... 2
Save CtrlS
Cui+N Description - R(_p_?ﬂ Failure Behawor | Status

4 SMBICS Tables Generation L | Inhert NetRunning
Package Parameters. f !l i 11 Inhent
Exit

Edit

5]
<
=
7
o
'
o
v
¥
v
S
td

=
¥
_,_.

| Run_| Test Step Name Descrption Params | Fadlure Bohawos | Status.

¥ | BringToBaseState Maove the SUT fo & bassinawn state

HotRunning

EnsureWindowsShareExisiency E stence and if it's nol exist Ceaale iL )

ERREREERE

-
-
-
-
-

3. From the Open window, select a package.
4. Make the desired changes using the editing tools.

The Edit Package option is only active if you have a package open in the GUI.

Saving a Package

When Package Design Mode is active, PETS checks if the package has been modified. In this case, PETS prompts you to save
unsaved changes.

To save the changed configuration of a test package as an original version:

® Choose Package > Save.
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Recent Packages
Save ds...

[ tests orate\Mobile\Wired_And_\Wire

oo el | Descnption Foopaat| Faduro Bohasor | Status
it . L v msalched e e AW o —
1 SMBIOS Tavles Generaton 1 mhent |l motRunning

Edn
Packsge Parameten..

Bt

RARE AR

Typically, you can use this function when editing an existing package and you wish to save changes as you work (prevent loss of
information if a crash occurs). Save replaces the original file.

71

Intel Confidential



To save the changed configuration of a test package as a new version:

1. Choose Package > Save As.

Rapeat| Fadure Bohavar | Status

1 MotRunning
Packsge Parameters. i it .
Exit

T_001" Test, 9 Test Steps

Test Step Name | Deescription Params | Fabdua Babanor | Status
BringToBaseState Miove Te BUT 10 8 hasabnown stae NotRumnIng

When you have created a new package from scratch or you are basing the new package on one you have already
opened/edited. This is useful if you want to save an existing package with a new name and then make changes rather
than start from scratch. Save As leaves the original package unchanged.

2. Enter the name of the new package in the Name field of the Save As dialog.

3. Specify the desired location and click Save. The new version of the test package is saved in the desired
location.

Note: PETS prevents you from saving an invalid package with a prompt message explaining the reason. The Package
might be invalid for one of the following reasons:

® A test in the package has steps that use an invalid or non-existent package parameter.

® A test step is trying to read an input parameter from a step that does not exist.
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Running Multiple Packages l n te l O

9

Running Multiple Packages

Note:

Release Notes

The PETS framework enables you to run multiple packages and save all the test results in an Excel file. This facilitates
running automated tests overnight and reviewing the results when convenient.

To use this feature, you must configure a SUT with APS 3.x and this should be initialized; in case it is not
Configured correctly, the menu item Package > Run Multiple is disabled.

To use run multiple packages:

1. Click Package > Run Multiple.

Package | View Settings Run

Report Tools Help

Open... Ctrl+0

Recent Packages

Save As... F12

Save Ctrl+5

blew Gl Description
Edit

I| Run Multiple

Package Parameters...

Exit

The Run Multiple Packages panel appears on the left side of the PETS interface displaying all the packages in the
default directory of the selected SUT.

R e Pisctorm Ensblemene Tet St
Fadage View semings Fun fepsr Teci: ey J Pre-Production SW for testis

Fundpla Packas |

Packages Directory: I faiar | Status

& g o ) et | [ 1| B oounuan oo © o 1| whedt ~|  KatRueing
Results Dirsctory Bonua 002 i Shtis Cote chick T whem %] natkueing
gl

5
2 =
3 =] Mot Aunaing
4 =] Nt Aunnng
5 |
& =]
N @ O | mher v Homanm
f; =l = [
u “ =0k wev| R
u ] [= Mk O | wen o w 0
& “ =] o o v|  Hemanng
=Bk et -
=0k e -
=] ot |
=} O | e -
=N | wner < w
=] G | mm v on
© c [ | e
B O | men o u
=] et V|
=]

mhet |v| Heruanng

2. Set the Packages Directory (where package/s XML files are stored) and Results Directory (where tests
results are stored.)
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Run Multiple Packages |

Packages Directory:
[C2\Program Files &x86)\Intelintel(R) Plat| [ ]

Results Directory:
[C:\Program Files x86)\Intelrtel(R) Plat| | SN

Run automated tests only

= Run Mame Status

SetupEnvironmentTest, xml Mot Running
2 Compliance_MeBios, xml Mot Running
3 Compliance_MeBios_ManufacturingMode....  Not Running
4 Compliance_SpiFlashConfiguration. xml Mot Running
5 PM_Stress_Testing.xml Mot Running
6 Compliance_ICC_LP.xml Mot Running
7 Compliance_PTT.xml Mot Running
8 Compliance_BootGuard, xml Mot Running
9 Compliance_PSS. xml Mot Running
10 Compliance_Dekel.xml Mot Running
11 Compliance_I5H. xml Mot Running
12 ME_Compliance_PM. xml Mot Running
13 ME_Compliance_RST,xml Mot Running

3. Check Run automated tests only to run only automated tests or clear this option to run all the selected
tests both manual and automated).

Run Multiple Packages |

Packages Directory:
|C:\Program Files (x86)\Intelintel(R) Plat| | [

Results Directory:
Program Files {86)Intel\Intel(R) Plat| | [

Flin automated tests only

Run Mame Status
SetupEnvironmentTest, xml Mot Running
2 Compliance_MeBios. xmil Mot Running
3 Compliance_MeBios_ManufacturingMode.... Mot Running
4 Compliance_SpiFlashConfiguration. xml Mot Running
5 PM_Stress_Testing,xml Mot Running
] [ Compliance ICC LP.xml Mot Running
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4. Select or deselect packages, drag-and-drop packages to change the order of execution, and click the Play

icon.
Run Multiple Packages |

Packages Directory:

[C:\Program Files (<86)\IntelIntel(R) Plat] E

Results Directory:

[C:\Program Files (<86)\intel\Intel(R) Plat] E

Run automated tests only

r -
£ Rui MName Status
SetupEnvironmentTest. xml Mot Running
2 Compliance_MeBios. xml Mot Running
3 Compliance_MeBios_ManufacturingMode.... Mot Running
4 Compliance_SpiFlashConfiguration. xml Mot Running
5 PM_Stress_Testing. xml Mot Running
[ Compliance_ICC_LP.xml Not Running
7 Compliance_PTT. xml Not Running
a Compliance_BootGuard. xml Not Running
9 Compliance_PSS. xml Not Running
10 Compliance_Dekel, xml Mot Running
11 Compliance_ISH. xml Mot Running
12 ME_Complianice_PM,xml Mot Running
13 ME_Compliance_RST.xml Mot Running
Note: When you make changes to any package, the system prompts you for confirmation before proceeding.

hy: 10 Run | Test Mame Description Repeat | |
Intel\Irtel(R) Pl E\ ] WE_PM_1 SOICMD fo SHCH-OF ]
- 2 ME_PM_2 SN0 to S0CMD |l
Intel\Irtel(R) Pl D 3 WE_PM_3 SOIGMO to S3UCM3 |l
I arly 4 ME_PM_4 S3CM3 to S0/CMO |
o 5 ME_PM_5 SACH 1 B AICM-OFF Gwithaut Irtel® ME Wake) |l
mentTestoml  NotRunning B I | ME_PM_8 SHCM3 to SITM-OF Cwith Intal® ME 1Waks) ] I
MeBios.xml Not Running 7 O ME_PM_T SHCM-0f o SICH3 il
MeBios_ Manuf...  NotRunming g ME_PM_8 SOACMO to S4/CH-OF |
BpiFlashConfig...  NotRunning ] ME_Ph_0 53, 0 S4-ACM-Off to S0ICMD ] |
MECommonSer...  NotRunning 10 ME_PM_100 S4-5ICM-Of(Suspend Well On) to S0/CMO ] I
M xcml Not Running = ’Il W
ower_G3-55.xml  Not Running Question
'ower _RST.xml Not Running %
'ower_Networ...  NotRunning & Do you want to save changes made in package: "Compliance_Power_G3-55xml"? ’Il
ower_G3-50.xml  Not Running
esting, xml Not Running ’Il
= L]
CC_LP.xml Not Running ’Il
DAL.xml Not Running i
FC.%ml Not Running
PTT.xml Not Running
pootGuard.xmi Not Running Run | Test Step Mame Diescription
Ll [ e 1 [ | BringToBaseState S ME_PM_7.1- 53/CM-O to SHOMI (Wake ME by ping, PP2, ACDC, Sta
o ot 2 [ | PP_ONinS0_MEWGLInS33455 SetPF2
ower_G3-55_... NotRunning
3 O |acoc Setthe machine to ACDC
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PETS runs the packages and displays a progress bar beside each package.

FunMultile Packaoes |
Pockages Directory: 0

|Run | TestName | Descigion

Repest| Failure Behavar | Status.

C:\Progam Fles pBEuntel\rteR) P [ 1
Flesuits Diractory:
C:\Program s icbéime sy P [

) Rum astomated tests arly

1
2
3
7l
s
3
i
5
s
o

@ P_Sress Tessngmt
[ Comolance 1CC_Homi
[ Compiance NFC.rl
[ Comghance FTT.onl

17 [ Comghance BootGuerd i Mo 0 o

M sos_0
S RELER Kinghun| ok

= DRAM Int Done bit

@ |o0s_0s PCISID ragramming test

Chackihat End of POSTwas sent (postmanufachur

on Manufacturing Mode

Innerit Jam

| Fun | Test Step Name:

Params | Faiure Behavior

[ Comphance JPT.onl
[ cometance_pss.en
[ comphance_power_G3-55_..

1

]

@ | PP_ONIng0_MEWoLinG 18455

=

et
et
onem
nhent
nem
nent
nnent

@ | mem

T messane before the BIOS b inherit

Iel=lel=l=l=

e FFFIFFFF

QAN: 192.168.1.100) System State: G3 MEState: MeOff Power Source: 63 Elapsed Test Step Time: 00000002

innent
Inneri

clIxl=l=

5. When a package has completed execution, you can click its status and open the standard PET results log.

Run Multiple Packages |
Packages Directory

| Run_ | Test Name | Desciigtion

- T ©

Status

€ \Program Fles §:860mal\reai) Pix [

¥ Run automated tests anly

=
Comghance 1GC 4P sl
Comelance DAL s
SeticEmironmentiestam @ Passed

.. Mot Rumng
]

. ot Rurving

Pt Rumng

Comeliance Powes_G355.m et Roreing
Comptance Powes RST.unl Mot Rarving
Comglance Powes Netwer... Mot Rurving
Comeiance powes_G350.xm Nt Rurvng
£M_Stress Testngmi Mot Rurning
Compiance 10C_Hml Mot Rarving
Comptance NFC.mi het Rarrng
Comeliance PTT.sel Fet Rurnng
Comeiance BootGuard.osl Mot Rurvng

| Fun_ Tesi Sisp Name

J o
HoRunning

NoWRunning

oRunning

| Params | Faiure Behawor

Compiance IPT.xel
Compiance PSSl
Comelance, Power G355

BringToBaseState

60_MEWoLn

Verifythe BIOS ser

Inherit

Biing tha mac!

V] JCO VU O OV RSO 3

(LAN: 192.168.1.100) System State: G3 ME State: MeOff Power Source: G3 Hapsed Test Step Time: 00020002

PETS creates Excel logs simultaneously and stores them by default in the Results folder nested under the

packages folder.
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SN = Wired Only -
Home Share View
(© =~ 1 i<« KBL » Windows b Corporate b Mobile + Wired_Only v| & | | Search Wired_Only r
FER A Mame i Date medified Type Size
B Desktop | Result 12/27/2015 1119 PM_ File folder |
& Downlosds =] Compliance AMT.sm 222720 XML Document 236K8
%] Recent places ] Compliance BeotGuardami 22272015 XML Document 1KE
WS =| Complisnce DAL xml 20 XML Document 24KB
Intel(R) Platform (=] Compliance ICC_Haml /20 XML Document 1k
Compliance ICC_LPuxml 20 XML Document 10k8
18 This PC Compliance PTxml 20 XML Dacument
& Desktop Compliance MeBios.sml /20 XML Dacument
5] Documents =/ Compliance_MeBios_ManufacturingMod... f20 XML Dacument
i Downloads =/ Compliance MECammanSenvicesaml 20 XML Dacument
B Music =/ Compliance_NFCaml 120 XML Dacument
£ Pictures = Compliance Pewer_G3-30xml 20 XML Document
B Videos ] Compliance Pewer_G3-55mI 20 XML Document
£, 81 ENT 164 (68) =] Compliance Pewer_G3-55_UnProvision.. 20 XML Document
o XP X85 w/SP3 i | Compliance Pawer_ Network Wakeml f20 XML Document
s 2003B6w/SPT (| [#] Compliance Power RSTxm /20 XML Document
s TENT %85 w/SP1 Compliance PSSxml 720 XML Document
s 7ENT x64 w/SP1 Compliance PTT.xmi 20 XML Document
o 20B:EEW/SPZ( =] Compliance SpiFlashCanfigurationaeml f20 XML Dacument
s 200864 w/SP2 (1 [] PM Stress Testingaml 20 XML Dacument
s 2008 R2 554 (1) =/ SetupEnvironmentTestaml 20 XML Dacument

s &1 ENT 86 (GA)
58 DVD RW Drive (L,

21items  1item selected

I 4= Result -
Home  share  view
@ = 1t L« KBL » Windows » Corporste » Mobile » Wired Only»Result v e | SearchResult 2
X Favorites Name ’ Date modified Type Size

B Desktop BT Compliance DAL 2015.12.27_13.13.575pr., 2 Microsoft Excel

& Downloads ET) Compliance ICC_LP_2015.12.27.13.11.55.. 2 Microsoft Excel 9 49K8
% Recent places B | Compliance_ICC_LP_2015.12.27_13.13.51 2 Microsoft Excel 97. 43KB
¥ Syncplicity B Compliance_MeBios_2015.12.27_13.1406... 2 Microsoft Excel 97. 67 KB
@) Creative Cloud Files B SetupEnvironmentTest_2015.12.27_13.14... 27/ Microsoft Excel 97. T1KB

€ Network

5 items

® The Skipped status is displayed if the package has no automated test (all tests are manual) or if the
tests have been deselected.

® The Passed status is displayed if all the tests passed successfully.
® The Failed status is displayed all package tests failed.

® The Partially Failed status is displayed if some tests failed.

® The Aborted status is displayed when the user clicks Stop.

® The default value for the Packages Directory field is the default package folder for the selected SUT.
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10 Intel® Platform Enablement Test
Suite Package List

10.1 Introduction

This document lists the packages provided with Intel® Platform Enablement Test Suite, and includes the name of
the XML file of each package.

Note: For most packages, each Test Name maps to the Test ID of a test in the Compliancy Requirements and Testing
Guide. The exception is the Setup and Configuration package (SetupEnvironmentTest.xml); for details on the
tests in this package.

10.2 Package List

Test packages are arranged by folders, as follows:
® PCH.

Operating system (OS) for some platforms.

Firmware size.

Mobile.

Wireless_Only.

A full list of relevant packages and tests.

v Packages
A4 ME
A4 LKF
A4 Windows
A Consumer
v Mobile

Wireless_Only

The packages themselves bear simple names, whereas in the past their names reflected all of the above options.
Below is a complete list of the packages that are included in different folders. Only packages relevant to that folder will
be included, and only tests relevant to that folder will be included within the packages (i.e., a package in 2 different
folders may not have the same contents, even if it has the same name).

The Test Packages include:
® Platform Controller Hub (PCH) SoftStrap Configuration
(Compliance_PSS.xml).
® Intel® Platform Trust Technology
(Compliance_PTT).
® SPI Flash Configuration
(Compliance_SpiFlashConfiguration.xml).

e Intel® Management Engine BIOS Compliancy (Compliance_MeBios.xml)
This package requires that Intel® APS to be connected to the system under test.

® ME BIOS Manufacturing mode package (Compliance_MeBios_ManufacturingMode.xml)
This test runs in pre-manufacturing mode.

® Setup Environment Check of Intel® Platform Enablement Test Suite (SetupEnvironmentTest.xml)

Checks ME Connectivity setup, Local Agent and SUT connectivity setup, and Intel® APS setup.
Should be run after Intel® Platform Enablement Test Suite is installed and whenever the environment is
changed.
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This package requires that the Intel® APS to be connected to the system under test.

Note:

Release Notes

For details on the tests in this package, see section: 5.4.1 "Testing the Configuration of the SUT".

Intel® Management Engine FW Power Management - BIOS Setting: S5 after Exiting G3
(ME_Compliance_PM.xml)

This package requires that Intel® APS to be connected to the system under test.
Integrated Clock Controller (ICC) - LP (Compliance_ICC_LKF)
Dynamic_Appl_Loader(Compliance_DAL)

Intel® Power Reset (Compliance_Power_ RST)

Intel® Boot Guard (Compliance_BootGuard)

Intel® ME Power Management Stress Test Coverage Summary (PM_Stress_Testing.XML)
Compliance_Dekel

Compliance_Dnx _blank

Compliance_Dnx_OSProvisioned

ISH FW Compliancy (Compliance_ISH)

Compliance_UFS_Blank

Compliance_UFS_OSProvisioned
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